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Enterprise Security Issues in time of COVID-19
What We Are Solving For

2. 9 *

NEW TYPE OF PRIVACY REMOTE
THREATS ISSUES ACCESS

v’ v’ v’

@ INCREASINGLY COMPLEX AND DANGEROUS WORLD @

CYBER SECURITY
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The Symantec Security Portfolio
Investing in Comprehensive, Best-in-Class Security
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Endpoint Security
The most innovative and
integrated enterprise
endpoint security portfolio

Endpoint Security Complete

Threat Hunting

XDR

Endpoint Management
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Web & Email Security
Industry-leading Secure Web

Gateway and Email security
for cloud and on-prem

Secure Web Gateway
Web Isolation

Secure Email Gateway

Content Analysis
and Sandboxing

Forensics & Encrypted
Traffic Management
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Information Security

The #1 DLP solution on the
market, with comprehensive
cloud SaaS and laaS security

Data Loss Prevention

Cloud Access Security
Broker (CASB)

Software Defined Perimeter
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ldentity Security
Award-winning IAM and
Privileged Access
Management solutions

Authentication

Access Management

Privileged Access
Management

Identity Management
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COVID-19 SOLUTION PACKAGE
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SYMANTEC Secure Web Gateway
Proxy-based Security for the COVID-19 Generation

Proxy All Endpoints Prevent Threats & Orchestrate Content

« Terminate and decrypt traffic * Pre-filter sandbox with advanced content inspection
« Emulate all device types « Send content to DLP, sandbox, analytics, etc.

« Extract content for inspection * Open integration architecture to quickly

« Integrate authentication add new services

Iﬁ ‘yysril JARLEXEWp

LY

@ Lo o WW W. WEBSIT

Control Web & Cloud Governance u u Enhance the User Experience &

—_—  Perf
 Discover & control shadow IT risk errormance
* Block web-borne threats

» Enforce access policy & audit usage
of web & cloud

» Video Acceleration and Split Tunneling
« Asymmetric Caching of Content
* Optimized Protocol Support
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SYMANTEC Web/Email Isolatiion
Security with Remote Browser Isolation

Web

100% safe HTML —

rendering information T N. S | ceeeccrcecciiiiinntiiiiinnnns > E] E] @

)
o
Documents
A O X
e I T UUURRR S E A
DOC XLS PPT PDF

o eececcccccccccccscscscscscscscscccscscccsccced
[sa) 101010011010
............................................... S TREGEER 1
r— ‘z‘ Ca) 010110100 § 11 A VAN
— EEEER 110010101 § 10
EEEN I-
Secure Disposable Container Email
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Web Isolation

On-premises, cloud

Isolate both web and emalll, >
and hybrid

> Seamless browsing >
experience including documents
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SYMANTEC CloudSOC

Zero Trust for Cloud and RA: Apply Universal DLP & eDRM

Ccontrols
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Managed, Mobile
Unmanaged,
BYOD

granular controls w/
MFA
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Datacenter

Universal DLP & eDRM Controls

ANY RESOURCE
Enforce universal
policies w/ centrally
managed DLP

Use case driven centralized
visibility and policy controls




SYMANTEC Secure Access Cloud

Cloud Alternative to Traditional Access Methods
Traditional DMZ—Connected via the Network

Connectivity Direction Connectivity
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Jump Host Services
Corporate DMZ Workloads

AWS/Azure/Google/On-Prem

Symantec Secure Access Cloud—SDP-based Cloud Native
Connectivity
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SYMANTEC Privileged Access Management
Understanding the Kill Chain Attack Sequence

What Can ; . .. : Combats Insider Threats
Sym antec PAI\/I -

dO| f() I y() u . Addresses Regulatory Compliance

Improves Efficiencies through Automation

Secures the Hybrid Enterprise
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