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NoTteH LMaJibHbl€ NCTOUHUKUN YyTEeUEK
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dtanbl BHeapeHusa DLP

y MoHuTopuHr CuTyaumoHHas
nOArII(IIDIaIOB:ae:I\I:II:M :e-reBoro Haxoxaeme CospaHue n OGyuermev pesoT e
U ycTpoiicTaamm paduka & Hacﬂpoﬁka nonb3oBartenen & &

& & Knaccnopurayms NONNTUK MNpumeHeHune KoHtponb
lWndposaHue KOHEUHbIX uHgopmaymm nonnTnK (YHuumumposaHHas
craHumn 3almMTa AaHHbIX)

Ha4yanoeHoitu Pazseumue Onmumuszayus
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YHunpunumpoBaHHasa 3awmTta gaHHbIX (ONTUMMU3MPOBaHHbIU NOAXOA)

Tunbl AaHHbIX BekTopbl yTeuek

[aHHble B A4BUXKEHUU

N
@
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Mecac_enr?;;je’pu Beb Cetesoii Tpaduk O6nauHbIn Tpaduk Obwme NOANUTUKN U
yrnpasaeHus
[aHHble xpaHAwmeca NHLUMAEHTaMWU
© = D -
011001101010011011 ' ‘
XpaHunuia, daiin basbi KoHeuHble O6nauHble
cepBsepa, Wwapsbl AaHHbIX yCTpoWcTBa XpaHuvLwa
faHHbie B I: } NHTerpauma c
MCMOoJ1Ib30BaHU J ApyrvMK
1011011001101001 NoakniouaeMbie 3-nouta, ®aiinei & Clipboard ObnauHble TEXHONIOTUAMM U
yCTpOWCTBa MeCCeHXepbl CepBUChI BEHAOPaMK

MOHWTOPUHT 1 KOHTPOAb AaHHbIX, TaM rae 3To HeobxoamMmo!

=



3aWmTa AaHHbIX, TaM r4e 3TO

3

McAfee
ePolicy
Orchestrator

HeobxoaAnMo

O6nauHan 3aWmTa AaHHbIX

SaaS & laaS

] Office 365 @ I Providers

_ v
> :‘: DrOpbOX .:.:laelglsgﬂ‘uiéeg Google Drive

E[I*

3al4MTa AAHHbIX
Ha ycTtponcrBax

A

= | =

XpaHuauia faHHbIX

3awmTa ba3s gaHHbIX

<—: 1
i LT

switch Firewall Internet

CeTteBasn
3aliMTa AAHHbIX

(=
Shadow IT servicenow Custom Apps
KoHTposb gaHHbIX B pa3HbIX cpeaax

» 3aluTa OT yTeyek MO BCEM BEKTOPaM
= 3aluTa OT MHCanZepoB

* [lpyvMeHeHune WNPpoBaHMAa A5 KOHOUAEHLMANBHOM
nHdopmaymm

= be3sonacHoe XpaHeHne n obmeH AaHHbIMW B obnakax

= [1lpYMeHEeHne NOANTUK COrNacHO onpeseneHHOMY
YCTPOWCTBY, MECTOHAXOXAEHNIO N AEHTUDMKaL MM
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YunouymnpoBaHHbit DLP (Unified DLP)

LleHTpann3oBaHHasa naatpopma ynpasneHmnsa (McAfee
ePO)

* YHUPUUMpOBaHHOE yripaB/eHue
NOJINTUKAMK

* YHuduumpoBaHHas obpaboTka
WHUWNAEHTOB N case management

« Ob6wwme perynsipHble BblpaXXeHWs, METKN U

T.4.
(D =
XpaHnaviLa Email & Web ConpukocHOBeHMe KoHeuHble
JlaHHbIX Gateways C BHELWHEN ceTbto yCTpOWNCTBa
DLP Discover DLP Prevent DLP Monitor DLP Endpoint
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Bonee 50% yTteuek gaHHbIX MPOUCXOAAT NO
BMHE MOJ/Ib30BaTeNeN

[

(cnyyamHble Nan OCO3HaHHbIE AENCTBUSA)

1 = R

=90k
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MOHUTOPUHTI AEeNCTBUI NOJIb30BaTeNen N nx obyueHune

McAfee DLP Endpoint

[TosacHeHWnA B pexunme
PyuHasa knaccudukauns CkaHunpoBaHue peaJibHOro BpeMeH!

Scan Details Enter Justification
My manager approved

[] Public ,
o Confcent s e, Lo e e
Confidential : o This content is not

Files Scanned: 31 sensitive
[] Partner Files Monitored: 31 |
Files Quarantined: 2 Sorry, | didn't
know

ObyuyeHne Nosb3oBaTeNen CHUXKaeT agMUHUCTPATUBHYHO Harpy3Ky u
PUCKOBaHHOe nosegeHne Ha ~75%
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PaccnepoBaHve MHUNAEHTOB
McAfee DLP Monitor

@3 3awmndposaHHoe

XpaHuauLe

g B[ meTagaHHbIX (dataset)
Pe3yanaTb| NMONCKa

||__. CobpaHHble AaHHble

@ Mouck

| v
Knaccndpurkatop u

Cepsep nonuntukm DLP

A0Ka3aTe/1IbCTB

McAfee ePO

Mowck

Knactep | ==
6600 Capture Array | [=—

Search results evidence v v

3anuncbiBaeT BeCb TPaduK A BOSMOXHOCTN YCTAHOB/IEHWNA YTEUKM NOC/Ae
NHUWAEHTA
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|_|OI/ICK, I/IHBeHTapI/I3aLI|I/IF| n KJ'IaCCI/Iq)I/IKaLI,I/IFI I'IepCOHafIbeIX AadHHbIX
McAfee DLP Discover

BI/IAVIMOCTb N NTOHNMaHMNEe KOHTEeHTa — ﬂepBbIVI war K 3alute AaHHbIX

LE

slEl'n El=

[laHHble Ha ycTponcTBax HAanHble nepeparolinecs [laHHble B 6a3ax AaHHbIX [aHHble B Obnake
no cetu

Mowuck Knaccudpukaumsa YnpaBneHue
» Bosiee 300 TMMNOB KOHTEHTa » ABTOMaTM3MpPOBaHHasA & py4yHas » [lpocTble OT4eTbI €

o , BO3MO>XHOCTbHO drill down
= Self-remediation scan option = BcTpoeHHas uam ot Apyrux BeH40poB

* TemMnnentbl «M3 KOPOOKN»

u BHyTpl/I opraHusaunu n B obnake - MHTeraLLI/Iﬂ ¢ TITUS n Boldon James

" HaCTpaI/IBaeM blé OTYETHI
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McAfee DLP Prevent

McAfee ePO

- » [lonHocTblo ynpasasetca McAfee ePO

» [Moaaep>xnsaeT email n web wnro3bl 3x
Npon3BoOANTENEN
*  ®U3NYECKNN UAN BUPTYabHbIA anniaeHC
* AHanmsnpyet ceteBOn Tpaduk
v' SMTP/HTTP/HTTPS
Email & Web v IM/FTP/FTPS

Gateways
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DLP Prevent for Mobile eMail

Bxoaut B avueH3uo McAfee DLP Prevent

DLP Engine
A On ActiveSync proxy

&
S il "I
IIII "I

|
1]

Exchange Server

e 3allKTa KOHTEHTA AN MOOWIbHOW MOYThI
» [lonHocTbto ynpasasetcs ¢ McAfee ePO
* He TpebyeT ycTaHOBKM areHTa Ha

MOBUABHOM YCTPOUCTBE
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McAfee Drive Encryption and Management for Native Encryption

A
U YnpaBneHve wWnppoBaHMEM 1 NOANTUKAMM
McAfee ePO yepe3 McAfee ePO
v
ﬂ \ ﬂ \ *  3awuTa PUsnyeckmx HocuTenemn
» [lokasatenbCTBa, UTO yTEPAHHbIE
BitLocker Filevault '\é'rcl?rf;stggye yCTPOMCTBA 6bIN 3aLMPPOBaHbI
MS Windows MAC OS

*  Ayaut dm3mnyecKmx yCTpomnCTB
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File and Removable Media Protection

cnonb3syem noantukm
McAfee DLP Endpoint

DR

Y McAfee Data Loss Prevention

Eﬂj} The file was blocked due to sensitive data identified in

i Q2_Financial_Results.docx

Request DLP bypass

g
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Device to Cloud DLP

Nuterpauns McAfee DLP n MVISION Cloud




Korpa opraHmsaumnsa nbiTaerca nepevtu B obnaka ....

Aonrnin n 6onesHeHHbIN Npouecc

= Yacto HeobxoaMMO co3aaBaTh Te Xe
nonnTMkM B obnake + npasuia 4ocTyna ObHapy>xeHue yTeuek AaHHbIX

» HeT yHUOMLMPOBAHHbIX NOAUTUK
ANA Pa3HbIX Cpes

» He yHMOMLMpPOBAHHOIO ynpaBaeHs
MHUMAEHTaMK

=

MHOXeCTBO KOHCONEN YNpaBAeHNS

" Heo6xo,a,|/1|v|o nepekar4yaTbCA Ha pa3Hble
KOHCOJI B NMONCKax MHUMNAEHTOB A
OTHETHOCTU
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(W)

DLP + MVISION Cloud

Device to Cloud DLP
MHTterpaumns Ha 6ase McAfee ePO

*  Knaccuduumnpymte pas, u
NCNONb3ynTe
KnaccuduKauuio Besge

* OpawuH pawbopa ans
pasbopa nHUMAEeHTOB

* YCcTaHOBKa B Napy KANKOB

YHuBepcanbHas 3awmTa AaHHbIX

McAfee DLP MVISION Cloud

™ ] Office 365
I ”

o
| 2. @
\ / G Suite

McAfee ePO
|

O6wue MHuuaeHTbI
nOANTUKN . . ..

—~T)




Co3aanTte npaBuo pas, NCNOJIb3YUTe MHOXKECTBO pas3

@ * YHndunumpoBaHHOe ynpasaeHune

B ntobbix cpepax

? NONNTUKAM
"' = Obwas knaccndpurkaymsa
Cloud
McAfee
ePO
.' i@
L/ Network
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NpocToTa nepeaaun NnoANTUKKU B obaaka

Shared Common Classification IDs

BHe,a,peHme MOJNTUNK

Knaccnopukaumsa
(pyyHas uam aBTomMaTMyeckas) (v) (v)

O Public
O Confidential
O Partner

A06aBUTb | yaannTb
MoauduUmMpoBaTb

McAfee DLP McAfee ePO MVISION Cloud

VHTerpaums AByX pelleHnin B O4MH KAVK 3aHUMAeT MeHbLUEe MUHYTbI!

I McAfee | 21



LleHTpannsoBaHHoOe ynpaBsieHue nHungeHtamm uepes McAfee ePO

10X

[ )
* HeT HEOBXOAMMOCTH
McAfee ePO MCMOAb30BaTb HECKOJ/IbKO

KOHCoNeun A4Ana paccaesoBaHnA
n ynpaBaeHnNAa NHUMAEHTaMU

» OT4yeTbl N0 COOTBETCTBUIO

All DLP Incidents, Violations & Reporting HOPMaTVBHbIM aKTam

Devices Network Cloud

I McAfee | 22



McAfee Database Security




TOl npobaem no 3awuTte CYb/J

Cnabas BUANMOCTb N KOHTPOJIb AAaHHbIX
Hantu n obesonacntb KOHPUAEHLMANbHYHO NHGOPMaLLMIO

CooTtBeTcTBME TPEOOBAHNAM PEryNATOPOB

OTtBeuaTb TpebOBaHMAM CyLLECTBYHOLLMX N ByayLLMX
CTaHAapTOB

Bo3pacratoLiee KoAMUecTBo yrpo3
3aLLI|I/ITI/ITbCF| OT TapreTnpoBaHHbIX aTakK U Yyrpo3 O-AHH

I McAfee | 24



Yto Takoe McAfee Database Security

YTo MbI Npeanaraem

HaxoxaeHnne CYb/ &
Knaccmovkauma gaHHbIX

= [Touck CYB/A

= [ToncK KOHOUAEHLUMANbHbIX AaHHbIX

= [IpocmoTp npas gocTyna
nojab3oBartenen

= GDPR, BSI, CIS Specific

3alwmTa 1 BUPTyabHbIN
naTyYnHr

* aeHTudukaums v 3awmTa ot
3KCMNNONTOB

= 3awmTa OT U3BeCTHbIX atak, SQL
Injection

" AHOpMaJ'IbeIe dKTUBHOCTU

McAfee Database

Security Suite

Security Assessment

YazpumocTtu

He npaBuibHas
KOHUrypaums

HeycTaHOBAEHHbIE NaTuM
YA3BUMbIN KOZ,

Bonee 6000 npoBepok

MoH NTOPUHT aKTUBHOCTU

- MOHI/ITOpI/IHF B peXunuMe peasbHOro

BPeMeHu

= [IpYMeHeHne NoANTUK

= AyaAuT, MOHUTOPWHT UK

610KMpoBaHme AeNCcTBUIA
nonb3oBaTene

I McAfee | 25



Supported Platforms and Architectures

Available today!

Vs

.

OCRACLE &

&

8 Svpase | | [ERADATA| |FTDY
PostgreSQL ‘ mongo

r

&

Vs

.

* Informix is also supported for vulnerability assessment and data discovery
* DB2/z0OS and DB2/iSeries are supported through SIA Partners

SOL Server MySQL. | | MariaDB
2
m
. \Vi @ % T===
indows UXx = . ,
- soLaris

J

: . Public s

On Premise Private \

AW Cloud >

- Datacenter i ,«qu: Cloud  \mware : (laaS) (==
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U McAfee

Together is power.

NMouemy Bbi6buparor McAfee?

McAfee Confidentiality Language



PekomeHaoBaHHble peweHna McAfee no 3awmre gaHHbIX

[MTownck, MHBEHTaApPU3aLUNAa U KJ'IaCCI/ICIDI/IKaLI,I/IH AdaHHbIX
@ » McAfee DLP Discover

» McAfee Vulnerability Manager for Databases

= McAfee MVISION Cloud

3almMTa AAHHbIX

» McAfee Total Data Protection Suite
» McAfee DLP (Network & Endpoint)
» McAfee Database Security Suites

* McAfee MVISION Cloud

CKopOoCTb OBHapYy>XeHUsA yTeUKM N peakLns

J @ J » McAfee Enterprise Security Manager

» McAfee ePolicy Orchestrator
¢ = McAfee Muvision plus EDR

I McAfee | 28



Nouemy knneHTbl BbibMpatoT McAfee

* VNIHTerpauunsa Mexay AyylnmMm peLleHmamm

* [lpocTtoe pelweHne s murpaumm B obnaka

« MowHoe pelleHve no 3awmTte gaHHbIx (rules, tags, engines, events, reporting...)

« Camas nonynspHaa naatdopma ynpasneHunsa ePO (ncnonb3yrot 6onee 50 000 opraHmzaymmn)
« MVISION Cloud — /lngep B kBagpate Gartner 411 rog nogpaa!

* McAfee DLP - Jlngep B kBagpate Gartner 8 net noapsga!

Swong
Chailngers  Contandars _ Pariormens Landers

— Gartner = [DC — — FORRESTER —

“The single greatest benefit we've
experienced from McAfee is the ability to use e
a single tool for security management.” {_|

McAfee customers S —
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McAfee Bo3rnaBasieT Ton BEHAOPOB NO 3aWuUTe AAHHbIX

Home AboutIDC Analysts Products &Services Events ContactUs myIDC IDC Blog

IDC > Products & Services > Research > McAfee Tops List of Trusted Data Loss Preve... Oﬁ Share

Mar 2020 - IDC Survey Spotlight - Doc # US46101120

McAfee Tops List of Trusted Data Loss Prevention Providers

By: Robyn Westervelt, Frank Dickson

https://www.mcafee.com/enterprise/en-us/solutions/Ip/idc-survey-spotlight-
data-loss-prevention-providers.html
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Gartner H—
ok ok peeril 1at Enter a vendor, product, or market name ﬂ e E

McAfee DLP Reviews
I McAfee

LRI RS by McAfee in Enterprise Data Loss Prevention

Write a Review Categories Log In For Vendors

45 ***** 50 Reviews -+t COMPARE E WRITE A REVIEW &, DOWNLOAD PDF

Overview Reviews Ratings Alternatives

McAfee DLP Ratings Overview & Reviewed in Last 12 Months EMAIL PAGE
4.5 50 Reviews (Last 12 Months) O 86% Would Recommend
Rating Distribution Customer Experience

5 star INNIININGN 54% Evaluation & Contracting 4.4 NN -

4 Star I 44% Integration & Deployment 4.5 NI N N

3 Star I 2% Service & Support 4.7 I

2 Star 0%

1 Star 0% Product Capabilities 4.0 NN
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Nur-Sultan McAfee MVISION Day

Mol pabotaem ana Bawero ycnexa v Bcerga
rOTOBblI MOMOYb N NPeAOCTaBUTb
KOHCy/IbTaLMmn No Bonpocam
nHbopmaLmnoHHoM 6ezonacHocTu!

byaem paabl Bawvm 3anpocam!

Halum KoHTaKTbI:

Pycnan bapbawuH, McAfee
TeppuTOpUaNbHbIA MEHEAXEP
+7 727 350 5498

Ruslans Barbasins@mcafee.com

MpurcoeanHANTECH B COL,.CETSAX:
www.facebook.com/ruslans.barbasins
www.linkedin.com/in/ruslansbarbasins/

Knpunn Kpekkep, MoHT
McAfee Product Manager

Mobile: +7(702) 216-05-90;
Office: +7(727) 355-60-05, int. 161
kkrekker@mont.com
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Together is power.
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