Power Matters.™

«Cucrtemsbl knacca NPMD
ViaviSolutions, MexceTeBble 3KpaHbl u AT
oe3onacHocTb komnaHuu Clavister»

= Apocnas bapaHos, TCM B&H
= AHgpeu lNouenyes, TOO «JlMHKMacTep»
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TCM B&H TOO «JInHKMmacTep»

- TCM ocHoBaHa B 1994 1. B BeHe, ABcTpus

- Ouctpubioumsa npoaykuum Ansa TeNeKoOMMYHUKaLUn
OHEepPreTuKu

- Pabotaet Ha pbiHke P® n CHI ¢ 1996r.

- #lBnAeTcs 9KCKMH3UBHLIM AUCTPUOKOTOPOM Mo ob6opyaoBaHUIO
CUHXpoHM3aunm Microsemi (ObIBLLI. Symmetricom), cuctem
krnacca NPMD ViaviSolutions, Firewalls Clavister, Signalling
Firewalls Cellusys

- NapTtHep no KazaxctaHy — TOO «JIMHKMacTep»,
www.linkmaster.kz
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http://www.linkmaster.kz/

Cuctema Viavi knacca NPMD:

Apex-Observer-Gigastor

= Apex-Observer-Gigastor nonHodyHKkunoHansHasgs NPMD
cucTtema naccuBHOro MOHUTOPUHIra Tpadumka aHanusaTopamMmu
Gigastor oT nopTaTUBHOro nanTtorna Ao CTOEYHbIX CEPBEPOB
ans sanucu Tpadpumka U TpaH3akuun 40 HECKOSbKUX MECSILIEB

Figure 1.Vendors’ Product Scores for Network Operator Use Case

Product or Service Scores for Network Operator

VIAVI Solutions Observer Platform 17.5

w|
o

- W
@
O

NETSCOUT nGeniusONE, InfiniStream, TruView, nGeniusPULSE

AppNeta Performance Manager 11.16
LiveAction LiveNX 7.4 o | i | e |
Riverbed SteelCentral NPM _—

ExtraHop Performance Platform 7.3 -—
Colasoft UPM 5.4, nChronos 5.5 and Capsa 11.1 -— ;

Broadcom (CA Technologies) Network Operations Analytics

Accedian SkyLIGHT PVX 5.0, VCX 2.4, DataHUB 1Q 18.07 = =
New H3C Group IMC 7.3  E— | —
Micro Focus Network Operations Management 2018.08 - ;
SevOne Data Platform - 2.70
Cisco Prime Infrastructure 3.4, Cisco DNA Center 1.2 - 2.51
LogicMonitor Cloud and Config 108 - 24
ManageEngine OpManager 12.3 -I 207

SolarWinds Network Automation Manager 2018.2 - 1.92

Source: Gartner (February 2019)
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O6wun Kenc: roe nckatb npodnemy B cetn: WAN Unu nokKanbHz2

ceTb Unu npunoxexHue unu cepeep unu MK nnn kaHan ceasu!

Cetb
YAaneHHble AOCTYynNbl mepsienHas! MoTtepu nakeToB WAN

Could be a carrier
MPLS problem?

Is the firewall blocking
something?

Wireless
Interference?

Is there a net/app/server issue

within the Xaa$ provider? Call Signaling Maybe QoS/CoS is

Are transactions being load Success/Fail? mis-configured?
balanced properly?

Slow App -
Query? £ S 3 Is the web server
over-loaded or slow?

VLAN Mis-

paasS Is the internet pipe
g config?

~ slow or congested? Is it the XenApp tier

/
or a backend issue?

Is the firewall

Slow DB blocking something?

Saas 4 transaction?
g Authentication
Errors?

S/

FnaBHbIn KPI -

QoE n nokanusaumsa n guarHoctuka npo6aemoi!
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Network and Application Performance
Management Solution

Observer - Busyanusauus, TpeHaoBasi CTaTUCTUKA, CTAaTOTYeThbl, aHanus3

Core-to-Edge Performance Management

e
Packet Routing Engine
/pa(/ Packet Delivery Gateway

GigaStor — 3axBaT v aHanm
X Lon, >

Application/User
specific, Real-Time

Wide Area
Networking

A ————
OO0OO0OO0OO0O MATRIX OOO0OO0OO0OO

Arrperaumns Tpaduka U AaHHbIX

Packet Remote Visibility
C nomouwbio otBoaoB nN-TAPS
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JononHeHue K cywecTByrouwen Network Managemen
Solution — TnoBaa Tabnuua cpyHKUMOHana

TeKyu_laﬂ Network VIAVI Network Performance
Management System

Management Apex-Observer-
System Gigastor
MoHuTOpuHr o6opyaoBaHus, Yes No
cocTtosiHne u guarHoctuka (SNMP,
WMI u gp.)
OueHka yaooBneTBOPEHHOCTH No Yes
KOHeYHOoro nonb3oBatensa QokE
YrnybneHHas guarHoctmka NpuymnHbl No Yes
npobnem Npon3BoANTENBHOCTU U
©e3onacHocTun
Yrny0neHHbI aHanMx nakeTos No Yes

metogamm DPI

MHOro-y3noBown aHanms TpaH3akunn No Yes
MeAJSIEHHbIX NTIMHKOB C NOTEPSIMU

NakeToB, BbICOKUMU 3adepXKKamu U

DKNTTEPOM

[lnarHocTmka n MOHUTOPUHT KayectBa NoO Yes
ycnyr VOIP n VideoConferencing
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Observer Reporting Server (ORS) — cepBep
CTaTOTYETHOCTU

ENTERPRISE-WIDE REPORTING

- YrnybneHmne 0o npuymnHbl 1 el
pa3peLlleHmns npobnemsl [ —

= Summary application awareness S
= MexcermeHTHas U MexceteBasi AMarHocTuka

Obesrver Standsnd Network inctrumeonts Managemant Server (NS Probes
Ao e b it s aaborbcatans ore (RS-
rrwett v - Feabd sy p

Client Top 10 RTT (m=)

Server Top 10 RTT (ms)

2.80K GO0

200K
[0 CIFSISMB + 10.0.36 72
I CIFSISMB + 10.0.36 56
R HTTP - 10.0.449

[ NNTP - 10.0.32.23

[0 CIFSISMB + 10.0.36 89
@ Cisco SCOP - 100,248 153 200
PHTTPS:10.0.36.162

I Cisco SCCF « 10.0.248.189

[0 CIFSISMB « 10.0.36.24 200
I Cisco SCCP - 10.0.248.186

O T0E-S0L - 1003224
@ HTTP -100.325

[P HTTRS - 10.0.34.12
@ HTTP -10.0.38.135
[P HTTP -10.0.34.13

@ HTTFP - 1003412
JHTTPS -10.0.34.15
@ T0s-50L-10.0.240.12
TP HTTPS -10.0.34.13
@ HTTFP - 10.0.34.15

400
1.50K

1.00K

o

Top 10 Client [ Server TCP RTT (ms)

Drill Application Client Response Time Server Response Time Observed Bytes Probe
Daown Name IP Address  Client Average (ms) — [El client Average (ms) TP Address | Server Average (ms) Bl server Average {ms) Server Maximum (ms) Connections [El connections  Client Server Total IP Address Instance
0 CIFS/SMB 10.0.35.72 4034.115 24585.240 10.0.32.14 0.742 0.535 90.754 159 221 10.6M 132M 143M 10.0.32.20 Core- Partial Capure
0 CIFS/SMB 10.0.36.56 3030.977 2399,281 10.0.32.14 0.3589 0.455 43.839 185 255 7.96M  134M 142M 10.0.32.20 Core- Partial Capure
0 CIFS/SMB 10.0.35.89 2396.189 2241.136 10.0.32.14 3.208 0.500 88.799 143 229 6.04M 90.4M 96.5M 10.0.32.20 Core- Partial Capure
0 HTTF 10.0.36.53 1827.333 1690.757 10.0.34.12 343.013 342,140 372,829 13 35 22,2 210K 233K 10.0.32.20 Core-Partial Capure
0 CIFS/SMB 10.0.35.24 1645.527 1698.047 10.0.32.14 0.561 0.257 29,930 130 164 18.0M 182M 200M 10.0.32.20 Core- Partial Capure
0 HTTPS 10.0.38.55 1386.842 614,568 10.0.34.15 243.758 221,993 322,480 10 17 27.6K 152K 180K 10.0.32.20 Core- Partial Capure
0 MetBIOS session  10.0.36.48 1340.646 2306.230 10.0.32.14 3.712 10,473 51,306 37 196 8.23M 57.4M 65.6M 10.0,32.20 Core- Partial Capure
0 HTTP 10.0.44.9 1146.682 --- 10.0.32.14 1.162 --- 1.162 1 --- 112K 912 2,03 10.0.32.20 Core- Partial Capure
o NMNTP 10.0.32.23 1124.007 --- 10.0.40.55 36,122 --- 36,122 1 --- 258 413 669 10.0.32.20 Core- Partial Capure
0 Cisco SCCP 10.0.248.153 941,898 --- 10.0.240.10 0.203 0.182 7.439 525 351 281K 147K 429K 10.0.32.20 Core- Partial Capure
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RAPTbI 3axXxBaTa Tpaguka Gigastor
GenZ2

= CobcTtBeHHas paspaboTka Buasu
 1Gb, 10 Gb, 40 Gb, 100Gb

= Kn4yeBblie CBOMCTBA

- O6paboTka B peanbHOM BPEMEHW Ha BCE
NMMHENHbIX CKOPOCTAX

* Full-duplex, line-rate capture
« Streams directly to physical system memory

= [NBKOCTb KOHUIYPUPOBAHUS Gen2 Delivers
o 12x1G vnun 10G nopToB Ha KapTy v Performance

« SFP+: Megb unu ontuka v Flexibility

v Adaptability

= ApganTtaums nog cuctemy

* YcTpaHeHue oybnmpoBaHna nakeTos, ounsTpaumd, aHanms
» AnnapaTHasi obpaboTka Anst BbICOKMX CKOPOCTEN
* Anrpeng dnew-namsTb

© 2020 TCM B&H. Company Proprietary. Confidential Power Matters.™ 8



CemeuncTBO aHanu3aTopoB Tpaduka
GigaStor

Bce aHanusatopbl GIGASTOR ucnonb3yoT Gen2™ KapTbl 3axBaTa go 100G

Rack Size: 2U
Storage: 4 TB-16 TB

GigaStor Upgradeable

» Data center/ branch facilities/
network edge

* Field upgradeable without rack
removal

* 4to 48 TB capacity

« 1,10, 100 Gb

Rack Size: 5U
Storage: 16 TB-48 TB

GigaStor Expandable

» Data center/large branch
* Field expandable
* 48 TB to 1 PB capacity

1,10, 40, 100 Gb

Rack Size: 5U+
Storage: 48 TB+

© 2020 TCM B&H. Company Proprietary. Confidential

GigaStor Portable

» Transportable design
* 4 or 8 TB capacity
«+1,10,40Gb

GigaStor 100 Gb
Wire Speed

* Large data center/
enterprise core

» World’s fastest 10 Gb
write-to-disk appliance

» 144 or 288 TB capacity

« 10, 40, 100 Gb line rate

Rack Size: 5U+
Storage: 144 TB+

Power Matters.™



VIAVI Apex-Observer-Gigastor : EUE Score

Difference

]
’
i

Welcome to Apex.

Looking for something specific?

6.5 | | 7 | ‘

. Application . Application
@ cden Client
@ rework . Network

P requests Score Deductons
= None
540.4 m Metrics
8 Aerage 5 Dy m
Total Server Del m
Zero Win
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Apex-Observer-Gigastor : Kateropuu aerpagady
EUE

* Internal Congestion __
Network - siow processing T T
» Congestion
. * Low Bandwidth
CI I ent * Lost Packets
 Latency
* Internal Congestion
Server » Slow Processing
@ Clent 8 HTTP Dats continustion from Pht &6

Delivery Time: 0430 ms.
* Long Processing Tim @ i s sexien
. . * Long Transfer Time S—
A p p I IC atl O RNefficient Use of @ opication e e

Network Resources Wineoa

Server Delay: 1558 ms

Network Delay: 13787 ms

3 MTTP CONNECT!

Client Delay: 5733 ms

mmeﬁyzdus

5 HTTP Continuation of previous request packet.
Client Delay: 0.344 mz

& HTTP Data
Server Delay. 5870 ms

7 HTTP Data continuation from Phka 2 5.

12 HTTP Data continuation from Pke# 11,
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NMpumep akpaHa GigaFlow: KTo nogknro4veH K CeTu, KTo NpoBOAUT
TpaH3akumMn? MapLlpyTbl TpaH3aKUUU B CETU?

From: 08/27/2019 00:22
Search Results -
To: 08/27/201912:22

® All Results IP Viewer

n 15180122

° Device: 172.21.40.250
From: Tue 27/Aug 12:05
To: Tue 27/Aug 13:05

Recently seen on 2 Flaw Devices Interfaces
Actions: B summary Brofier  Viewer

Launch Forensics Filtering |SySo0fee| |ByDestination| |ByEitier on Head Office Primary(172.21.40.250)
Actions Device Interface Ip
iP Selected Head Office Primary(172.21.40.250) WAN Link 172.21.40.250
Update Tree rrl.wil kieks com(172.21.40.254) Dialer1 17221.40.254
Olick on “Updste Tree* to see the tree for that 1P
© @s8151.80122
Mike Host Group
(R0 mike on 88.151.80.122
mike <> 88.151.80.122 <-> c0:4a:00:2c:d4:08 On Head Office Primary(172.21.40.250)

(@ESERYR) mike on B8 151.80.122

@0 178.62.3.177 (www.anuviewnet )
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MHTerpupoBaHHasa KapTa yrpos

I ——
Observer GigaFlow arperatupyeT Tpu KaTeropuu yrpo3 Ha KapTy peanbHOro

BPEMEHMU:

V1AV ] observer GigaFlow Go = Configuration ~ | £} System - | admin @

Threat Map ce
Threat Src Locations: 5 - | Window{ 1Hour &) Filter: X (%  Threat Dest Locations: 4
4 [ 1 Ireland - 7 1 Ireland
3 [ Seychelles 1 €3 Liberia
RS 1+ == croatia 1§ France
= i
1 [ France 1 @ United States

1 3 United States

e, 1735 Event IP Dests: 10

1 88.151.81.102
01 77.95.162.246
01 18552.93.104
B 1 77.95.160.55

Event IP Sources: 9 1
1
1
1
1 @1 88.151.80.121
1
1
1
1
1

2 [£ 808277139
1 == 5.188.10242

1 13 195.154.183.207
1 [2 80.82.77.33

1 01 88.151.80.122
1 [0 88.151.85.14 -
IRT R RPR R (e 7 O T
1 [0 178.20.83.186
1 W ¢5.77.15318

GigaFlow checks constantly updated
blacklisted IPs against all enriched flow
records over time

IP
Blacklisti

ng

&3 197.231.221.211
01 178.20.84.120
£ 16317228153
=5 179.60.195.52
1 1855293.105

Event Types: 4
4 = Black List Src

3 = Black List Dst

2 = SynSource

1 = profiler Exception

Event Categories: 7

T@@ffic Profiling

s/ D ' With GigaFlow, you can build GigaFlow can also alert on
1S ansspn e real-time traffic profiles for SYN only flow records, often
1= o ek devices on the network associated with rogue

1 = SynSrc Network Sweep

activity

Event Devices: 1

SYN

kg
. 10 1722140250 4
FO r e n S I C Event: Time Source Destination Event Type Application Bytes Packets

S § 12-Nov-2018 22:36:25.141 5 45.77.153.18 45.77.153.18.vultr.c... 1 1185.52.93.105 = Syn Source TCP/3398 40 1
§ 12-Nov-2018 22:36:24.419 1117820.83.186 5 179.60.195.52 instagram-p3-shv-01-.. = Black List Dst Apache(WWW) Scan/Brute HTTP TCP/80 s2
§ 12:Nov-2018 22:35:53.307 §877.95162.126 [1163.172.28.153 163-172-28-153.rev.p... = Black List Dst SSH UDP/1902 132
§ 12:Nov-2018 22:35:44.934 [£80.82.77.139 dojo.census shodan.| 111782084120 = Black List Src Botnet Mail MICROSOFT-DS TCP/445 40 1
§ 12-Nov-2018 22:35:44.633 §188.151.85.14 £51197.231.221.211 exit!.ipredator.se = Black List Dst Known Bad IP SSH TCP22 1878 14
§ 12:Nov-2018 22:35:43.190 1 1188.151.80.122 MikesRouter [ 1188.151.80.121 ispr3-v7.so.fastcom. = Profiler Exception Whitelist Mike Router out UDP/1967 80 1
§ 12-Nov-2018 22:36:09.664 £ 80.82.77.139 dojo.census.shodan.. §177.95.16055 = lack List Src Botnet Mail TcPMott 2360 59
§ 12-Nov-2018 22:36:09.304 £ 80.82.77.33 sky.census.shodan.io. B 118552.93.104 = Black List Src Botnet Mail DOMAIN TCP/53 40 1
§ 12-Nov-2018 22:35:31.162 [11195.154.183.207 195-154-183-207.rev. 1 177.95.162.246 = Syn Source Syn Src Port Sweep TCP21118 40 1
§ 12-Nov-2018 22:35:58.479 518810242 1 988.151.81.102 = Black List Src Apache(WWW) Scan/Brute TCP/4654 40 1
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Clavister

SECURITY BY

SWEDEN

12080 JOPaTMBHOrO CEKTopa
Product : nd Solutlon Overview

© 2020 TCM B&H. Company Proprietary. Confidential Power Matters.™ 14



CTtpyktypa npoayktoB UT 6e3onacHoctn KnaBucrep

[ “ Clavister r

QP InControl MANAGEMENT & ANALYTICS - [ Clavister

I- InCenter

IDENTITY & ACCESS MANAGEMENT DEVICE SECURITY NETWORK SECURITY CLOUD SERVICES

Clavister . Clavister .' Clavister o Clavister
EasyPassword OneConnect EEl NetWwall = INCenter Cloud

’ Clavister C Clavister .. Clavister Clavister
D EasyAccess ¥ OneTouch WP NetsShield NetEye Cloud
Clavister Clavister
OnePass NetEye
Clavister
EndPoint Client

SERVICES

[ Clavister Training } Clavister Care [ Clavister Consulting ]
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BupTtyanbHble pelieHnsa 6e30nacHOCTUcCavister
ceTeun CBA3N

4. 3awmTa KpUTUYHbIX ODU3HEC CUCTEM
Anpa cetu

3awmTa sapa n cetm gocrtyna

6.LleHTpanus
OBaHHOe
ynpasJrieHme

5. Moving functions
closer to the Edge

Central
Orchestration

Backhaul
Security

P 7 2 Secure - 1. Protecting the core network
= T links between \_caeway
Z the access ' 3. 3awmTa coequHeHun ¢
and core OpyrnmMu ornepaTtopamu

N . twork
| B networ Other
SECURITY BY Operators
SWEDEN 3awwmTa Tenekom curHanusaumn: GTP, SIP, CMPv2, CG-NAT, DNS ALG, SCTP, High

Availability
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KomMmnnekcHasa 3awmTa KopnopaTUBHbIX

ceTeu

Data centre

=

Remote
worker
VPN Clients

Virtual Security
Gateways

A
Branch offices D‘“ D\

Wireless Guest
Network
Management

© 2020 TCM B&H. Company Proprietary. Confidential

@ Firewall
Virtual
Firewall
Central
Management
‘ Identity
Management
== VPN

Tunnel

Windows and
macOS
endpoint

security clients

Power Matters.™ 17



Bu3Hec moaenb noA KNUeHTa cLavister

Makcumusauusa npemmyuects NFV / SDN

Onnara 3a MonyunTb

arrperaTHymo 0e3nMMUuUTHoOe

€MKOCTb Kon-Bo VNFs /

N'Mbkaa mogenb 3anycka u )
NULEH3MPOBAaHUS C LieNbi0 YMEHbLINTL  traditional  — Clavister virtualed secarty
TCO 3akasuuka — YnpaBrieHue 13
€AWUHOro LEeHTparibHOro peleHus ¢
NHAOYCTPUanbHbIMU CTaHO4apTamu

© 2020 TCM B&H. Company Proprietary. Confidential Power Matters.™ 18



Clavister — 3Ko cuctema v napTHepbl

NHTerpauus B npoayktel Clavister Firewall 9ako cuctembl fydwnx MMpoBbIX NPOLaYKTOB
B Ka4ecTBe KOMMOHEHT 4119 KENCOB 3aKa34MKOB:

U McAfee

Providing malware signature
profiles for Intrusion Prevention
System

Bitdefender

Providing industry’s best
performing Endpoint
protection

ENEA

Qosmos Division

Enabling Application
Control with Deep Packet
Inspection

Protect

MAXMIND
Providing GeolP®
database for accurate
geofencing

© 2020 TCM B&H. Company Proprietary. Confidential

KASPERSKY

Providing antimalware
signatures, definitions for
screening

WEBROOT

Empowering IP
Reputation Feeds

G
Contentkeeper

Providing URL databases
for Web Content Filtering

Power Matters.™
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NMnaTtdopmbl & CoOBMECTUMOCTb

Virtualisation

= AKVM  mvare 2R HyperV

openstack.

Cloud
all Microsoft aws
2 Google Cloud o Ao aws
Appliances
<4——  Desktop Server Roorr Cloud Data Centres—————————————»

© 2020 TCM B&H. Company Proprietary. Confidential Power Matters.™ 20



AnnapaTtHblie nnaTgopmbl

SECURITY BY

SWEDEN

Clavister E10
Dektop Dektop

Clavister W20
19”, 1U Rack-mounted

Clavister W40
19”, 1U Rack-mounted

Clavister E20

Clavister E80
Dektop

Clavister W30
19”, 1U Rack-mounted

Clavister W50
19”, 1U Rack-mounted

© 2020 TCM B&H. Company Proprietary. Confidential

Clavister NET80
Interface module

Clavister NET81
Interface module

Clavister NET120
Interface module

Clavister NET140
Interface module

Power Matters.™
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CLaVISTEer

CTtaToT4YeTHOCTbL

CLaOVISTEX
S Lfzug 2o x 1
h - Time interval: Last 7 Days

3 = Detailed reporting
L per user per

VA services
m 11,18 GiB

1024 GiB

W ama | Tot Byes
akamai_video | Total Bytes|
W amazon | Total Bytes.
M nbonordic | Total Bytes
W ios | Total Bytes
B instagram | Total Bytes
B (evel3 | Total Bytes
netflix | Total Bytes
W sitveriight | Total Bytes
W steam | Total Bytes
I ulvasur | Total Extes:

s B vianiav | Total Butas
, 931GIB
: = Traffic volume and i vister
. connection ss20e ' -
38 attempts -
$ "\ 46608
e —
v, ("\‘ - - 8668
8 = |dentifying users |
9 g . . . 953,67 MIB I I I
\“ Vla Actlve Dlrecto ry e 192.168.20.15 162.168.20.12
A integration S
\
. =& [= & |&
‘ RESYREED 278GB
3 cnmara 68586MB
rREYang 160GB  9993MB  164GB 8 e B A S
Ly
CRERHED 9908IMB 9908IMB
CRaEom 730MB TE34OMB
2 e 43BGB 00BMB  164GB  6586MB  169GB  908LMB  100GB  141GB  1285GB  103GB  411GB  1413GB  1866GB  6343GB
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CLaVISTEer

Multi-factor Authentication

Single Sign-On

EasyAccess

© 2020 TCM B&H. Company Proprietary. Confidential Power Matters.™ 23



CLaVISTEer

Clavister
o EasyAccess

Multi-Factor Authentication (MFA)

+ +

Something you Something you Something you
KNOW HAVE ARE

© 2020 TCM B&H. Company Proprietary. Confidential Power Matters.™ 24



Clavister
O Onelouch

One
Touch

- [lpocTon 2-wWwaroBbi NopTan Bxoaa
- Smooth user experience: push notification B
- Approve authentication / signing request

- 3aWnTHbIN KoY ¢ Pin Code nnn otnevyaTtkom

nanbua* unu nuua* | 5

*for supported devices

© 2020 TCM B&H. Company Proprietary. Confidential Power Matters.™
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https://itunes.apple.com/se/app/phenixid-one-touch/id1118849636?mt=8
https://play.google.com/store/apps/details?id=com.phenixidentity.onetouch&hl=en

MHCnekTnpoBaHne n HenTpanusauua yrpo3 BCTPOEHHbIX B SSL

Clavister
Netktye
. yJ'Iy‘-ILIJeHI/Ie 3dLlLUNTbI OT NMPOABUHYTbLIX YIpo3 — A4

nononHeHnua Clavister unu noboro gpyroro Firewall

- 1o 3,5 G npon3BoAnUTENBLHOCTb, EMKOCTb MHCMNEKTUPOBAHUSA 2
Gbps SSL (3500 to3epoB)

- [10 3 ABU>XKOB CKaHMPOBaHUSI BUPYCOB

- YnyduieHue cyuwiecTByrOLWEN MH(PPACTPYKTYPbI
6e3onacHocTu

cLavisier

ars.™™M 26



Advanced Threat Protection

CLaVISTEer

Clavister NetEye Appliance

attachments and downloads
Optionally files downloaded

can be tested in the Sandbox
Cloud

With an On
Premises

Brach Office
Clients Firewall

Clients

* ANIMATED

© 2020 TCM B&H. Company Proprietary. Confidential Power Matters.™

( ) Antivirus/Malware Scanning
CI H t Cl d In-network antivirus scanning of attachments
aVIS er O U in mail, web and file downloads
erv| CeS B @ Encrypted Traffic Inspection
SSL Inspection to look inside untrusted
— . secure traffic
Sandboxing
i rew rver
L Sandboxing \ ) ecure Web Serve Contained detonation of suspected

27



Cnacunoo!
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