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ba3sosble npoueccbl UT/UB
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Basic

Inventory and Control
of Hardware Assets

Inventory and Control
of Software Assets

Continuous
Vulnerability
Management

Controlled Use
of Administrative
Privileges

Secure Configuration for
Hardware and Software on
Mobile Devices, Laptops,

Workstations and Servers

Maintenance,
Monitoring and

Analysis of Audit
Logs
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Foundational

7 Email and Web Boundary Defense

Browser Protections

Malware Defenses Data Protection

Controlled Access
Based on the Need
to Know

Limitation and Control
of Network Ports,
Protocols, and Services

Wireless Access

Data Recovery
Control

Capabilities

Secure Configuration
for Network Devices,
such as Firewalls,

Routers and Switches

Account Monitoring
and Control

v/

Organizational

17 Implement a Security
Awareness and Training
Program

18 Application Software
Security

19 Incident Response
and Management

20 Penetration Tests and
Red Team Exercises

@ Qualys.
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Bawwu TekyLwme peweHus n npoueccol

CKaHepbl YA3BUMOCTEN + OHNPEMUC

He BUAOAT BCHO KAPTUHY, @ 3HAYUT HE MOTYT
NnoMo4b CHN3UTb PUCK

- Kak cKaHMpoBaTb ANCTAHLUMOHHbIX
COTPYAHUKOB?

- Kak cKaHMpoBaTb MOOUNbHbIE YCTPOMUCTBA?

- Kak ckaHMpoBaTb A0KepbI?

- Kak ckaHupoBaTb 0b6naka?

-  KakK BCé 31O natymTb?




Next-Gen Security
ApXuUTeKTypa

Prevention, Detection
& Response

... BCTPOEHHbIE




SaaS n o06s1a4HOCTb — 3TO KOraa...

Bbl He naaTuTe 3a 4ONO/IHUTENbHOE Kee30 U coPpT
Bbl He TpaTUTe Bpema Ha NOAAEPKKY U CONPOBOXKAEHME NNATPOPMbI
Bbl He 3a6oTutecb 0 cBOOOAHbIX pecypcax (npoueccopax, NamMATU U MeCcTe Ha ANCKaX)

Bcé HeobxoanMmoe A8 MCNONb30BaHUA CEPBMCOB BKAOYEHO B Ballly MOAMMUCKY

Npwv 3TOM...
MpoBaigep obecneunBaer 6€30NaCHOCTb BALUUX AAHHbIX

MpoBaigep obecneunBaer 4OCTYNHOCTb NNaTGOPMbI U BbICTPOE pPa3BEPTbIBAHUE
MpoBaiigep obecneunBaer LeHTPaNM30BaHHOE 0OHOBAEHME MOAYEN

@ Qualys.
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VMDR

LIFECYCLE

INCLUDED IN VMDR

Global IT Asset Inventory

CMDB Sync (TRIAL)

Certificate Inventory

Cloud Inventory

Vulnerability Management

Threat Protection

Continuous Monitoring

Certificate Assessment

Security Configuration Assessment

PCI Compliance

ADD-ONS ]

ASSET MANAGEMENT

IT SECURITY

Global IT Asset Inventory +

CMDB Sync (FULL)

CLOUD/CONTAINER SECURITY

e° @ Patch Management
Indication of Compromise

WEB APP SECURITY

Cloud Security Assessment

Container Security

Web Application Scanning
Web Application Firewall

COMPLIANCE

Policy Compliance

Out-of-Band Configuration Assessment

o File Integrity Monitoring

@ Qualys.

Security Assessment Questionnaire



Hactoawmm SaaS (by design) ¢ yHMKanbHbIM HAOOPOM NPUIOKEHUN

INTEGRATED SUITE
OF APPLICATIONS
(20+)

SHARED Authentication | Authorization Subscription Indexing Data Sync Tagging m
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INFRASTRUCTURE &
DEVOPS TOOLCHAIN




[MonHoe nokpbiTe NT-naHawadTa
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Mnatdopma Qualys nomoxeT

Vulnerability

Asset Inventory Management

KOHTPOAMPOBaTb CKONbKO OTKPLITO
yA3BUMOCTEN M OWNBOK B
KOHbUrypaumnax

Y3HaTb M3 Yero COCTOUT Balla
MHOPACTPYKTYpa 1 r4e OHA HaXoAWTCA

Threat Risk and
Prioritization

Patch
Management

CookycmnpoBaTtbea Ha Hanbonee
McnpaBuTb HaliaeHHble Npobaembl Kak onacHbIX yrpo3ax

MOXHO CKopee

@ Qualys.



€&— VMDR Prioritization

Asset Tags (1)
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Prioritized Assets ()

( Detection | Vulnerability )

1.26K

Total Assets

Real-Time Threat Indicators (RTI) @) ( Match Any | Match All
POTENTIAL IMPACT
18422 High Data Loss (6.11K) | | High Lateral Movement (5.59K) | ( Wormable (56)
Denial Of Service (5.61K) Patch Not Available (6.14K) Privilege lation (7.18K)
Unauthenticated Exploitation (34) Remote Code Execution (8.10K)
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5 5 Active Attacks (1.63K) Malware (1.16K) Zero Day (604) Public Exploit (2.43K)

Predicted High Risk (3.29K) | | ExploitKit(117) | = Easy Exploit (10.2K)

Prioritized Vulnerabilities
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1EBEAE

Qualys Cloud Platform

Bbiroabl AN BalMUX KOMMNAHUN

MonHasa aBTomaTUsauma cbopa AaHHbIX 06 akTUBaX (OTKA3 OT PYYHbIX CKAHMPOBAHWM + areHTbl)
ABTOMaTUuecKana GOKYCMPOBKA Ha r/1aBHbIX aKTUBAX U MMABHbIX yrpo3ax

MrHoBeHHOe OTCNeXXNMBaHME N3MEHEHUIN 1 TpeHaoB cooTBeTcTBUA KPI

EpnHoe pewweHue ana MOHUTOPUHIA BCEN MHPPACTPYKTYPbI (C BO3MOXKHOCTbIO pearMpoBaHms)

MomoLub TeKyLWMm cuctemam Ans nyywmx peakumim (SIEM, NAC, CI/CD...)

CoKpauweHue pacxogos (SaaS, nepexoq B OPEX, He HY*KHO 3aKynaTb TAXe/ble cepBepa n codT)

@ Qualys.



Cnacmb6o!

anovikau@qualys.com
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