SECURE)
Secure Your Wthln:g.\.:l the New Normal

[MNEPMACLWUTABUPYEMBIE
MAESTRO

KaK MHCTPYMEHT rM6KOM u MTrHOBEHHOU peakuun Ha usamMeHeHusa B UT
WHPACTPYKTYype

CHECK POINT:

AHppeun YepHakoB

dKcnepT No MacwTabupy ‘6e3onacHocCTH




PocT Tpathmka B UHTepHeTe ok Poirt

SOFTWARE TECHNOLOGIES LTD

Web pages loaded with HTTPS
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MacwTtabupyemsbie nnatgopmbl Check Point
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Maestro Hyperscale Orchestrator
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Maestro Hyperscale Orchestrator
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Maestro Hyperscale Gateways
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[pynnbl 6e3onacHOCTH

Jlornyeckaq rpynna
annapaTHbIX LWH30B,
obpasyrouLas Knacrep
active/active, He3aBUCUMBIU OT
OpYyrux rpynn 6e3onacHoOCTU

8 rpynn 6e3onacHocCTy

31 wnto3 B rpynne
- D2 Wwnto3a B cuMcTeme
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Maestro Hyperscale Security

[pynna
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SOFTWARE TECHNOLOGIES L

« Kaxpoe coegnHeHUe
CUHXPOHU3UPYETCH Ha 2 WI3a B
npegenax rpynnbl 6€30nacHoOCTH
(Active n Backup)

HYPERSYNC « [lononHutenbHbiM Backup co3paeTcs

Ha BTOpPOM Lwwaccu B cnydyae Dual Site
« ObecneunBaeT 0TKa30yCTOUYUBOCTb

e ObecneunBaeT MacwTabupyemocTb 3a
CYeT npenoTBpaLLeHUs NeperpysKu
TpahmkKka CUHXPOHU3ALUN
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TexHonorua HyperSync

SGM1T SGM2

Q 1.1.1.11:1234 -> 2.2.2.11:80 g 1.1.1.11:1234 -> 2.2.2.11:80
g 1.1.1.21:2211 -> 2.2.2.21:22
G 3.5.6.31:4578 -> 2.2.2.31:80

Q 3.5.6.7:4578 -> 2.2.2.10:443

OO

Check Point

SOFTWARE TECHNOLOGIES LTD

SGM3

1.1.1.21:2211

3.5.6.31:4578

3.5.6.7:4578

-> 2.2.2.21:22

-> 2.2.2.31:80

-> 2.2.2.10:443
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JhheKTUBHOCTb KacTepusauum

TexHonorua HYPERSYNC noBbiwaeT nponsBognTenbHOCTb KNnacTepa
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penmyuw,ectBa nnatdopmbl Maestro

Check Point
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= ) Security Groups
= S Seurity Group 1
S sem
M Check_Point Maestio
M Check_Point Maestro
3 3% Interfaces

E & Port 16/1 (eth2.19)
& Port 1671 teth1-16)

n & Port V1 jethi-Mgmts]
# Port 19/1 [ath2.1%

& Port 1671 (eth2.19)
= 22 Security Group 2

I8 som
. Check_Point_Magstio

Check_Point_ Maestio
3% Intertaces
& Port 1371 (ath3.13)
& Port 141 (eth119
& Port 21 fethi.Mgan2|
& Port 1371 (eth2-13)
& Port 141 (eth2.19

Unassigned Interfaces

# Port S3/1(eth2.87)
& Port 541 (eth1.5%
# Port55/1 (ethi61)
& Port 5671 feth14))
& Port 371 (eth 1. Mgra3)
# Port 471 (eth1-Mgmts)
& Port 571 (eth2.08)
& Port 671 (eth2.06)
® Port 11 (eth2-07)
& Port 871 eth2.08
& Port 471 (eth2-0%)
& Port 10/1 (eth2-19)
® Port 11/1 (eth2-13)
® Port 1271 (eth2-12)
® Port17/1 (eth217}
& Port 1871 (eth2.18)
& Port 1971 (eth2-19)
& Port 2011 (eth2.28)
& Port 21 eth2-23)
# Port 2271 feth2-22)
& Port 21 (eth2.2))
& Port 241 (sth2-24
& Port 25/1 (eth2-25)
® Port 26/1 eth2. 26y
# Port 4/1 (eth2-4%)

ethernet
ethernet
ethernet
ethernet
ethernet
ethernet
ethernet
athernet
ethernet
ethernet
ethernet

ethernet

=lcaMu
athermnet

ethernet
ethernet
ethernet
ethernet
ethernet
ethernet
ethernet
ethernet
ethernet
ethernet
athernat
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PacnpepeneHHble rpynnbl 6e300acHOCTH
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MacwTabupyeMocTb U TMBKOCTb e Pt
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Maestro Hyperscale Security
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SECUR E)
Secure YQ!I’I’ Nthing i?—the New Normal

CHECK POINT:




HoBble BO3MOXHOCTU Maestro

- R81 SP Bbinyw,eH B gekabpe 2020
- HaunHasa c R81, koo, SP-BeTKM BbIpoBHEH BeTKOU MT

- Jumbo-xoTdukcobl oguHakosbie gna MT u SP

- HoBast Bepcua N0 ona opkectpatopoB (R81.10) - Public EA
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HoBble BO3MOXHOCTU Maestro e Point

SOFTWARE TECHNOLOGIES LTD

- Mixed & Match - pasHbie Mogenu w308 B rpynne 6esonacHocTuU

(=] Check Point .

- SOFTWARE TECHNOLOGIES
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HoBble BO3MO)XXHOCTU Maestro Checkpo,nt

SOFTWARE TECHNOLOGIES L

- Mixed & Match - pasHbie Mogenu w308 B rpynne 6esonacHocTuU
» Early availability (R80.20SP / R80.30SP) - CEMYAC!
« General availability (R81.10) - Q2-21

- Auto scaling - aBToMaTUuecKoe pacnpepgeneHue pecypcos

(<) Check Point 19
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CHECK POINT:

MAESTRO AUTOSCALE
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[ pynnbl besonacHOCTU 1 3anacHble L3kl

3anacHble Wak3bl
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[pynna 1

[pynna 2
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OnHamunyeckme Wnto3bl 1 NONUTUKA MacLITabnpyemocTu

|

3anacHble W/ak3bl
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Harpyska yBenuynBaeTcst — npaBuno akTUBUpyeTcs

3anacHble W/aK3bl

[pynna 1

[pynna 2
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Harpy3ka ymeHbluaeTcs — W3 ocBoboXxgaeTrcs

3anacHble WNko3bl
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HoBble BO3MO)XXHOCTU Maestro Checkpo,nt

SOFTWARE TECHNOLOGIES L

- Mixed & Match - pasHbie Mogenu w308 B rpynne 6esonacHocTuU
» Early availability (R80.20SP / R80.30SP) - CEMYAC!
« General availability (R81.10) - Q2-21

- Auto scaling - aBToMaTUuecKoe pacnpepgeneHue pecypcos
« Early availability (R80.20SP / R80.30SP) - CEMYAC!
« General availability (R81.20) - Q4-21

- [lononHuUTenbHble WKO3bl U FPYyMNMnbl 6€30MacHoOCTHU
* [lo 64 wnio30B B 0gHOU rpynne 6e30nacHOCTH
* o 16 rpynn 6e30MacHOCTU B OAHOWN CUCTEME

° ,D,OI'IOJ'IHMTEHbeIe OpKecCTpaTopbl B CUCTEME

« Ilo 4 opkecTpaToOpoB Ha OHOM cauTe

- PacnpepeneHHbin knactep Active-Active - Q4-21

(<) Check Point 25
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HoBble BO3MOXHOCTU Maestro

Gheck Poirt
- PaspensaemMble dnsnveckme annuHkm - Q2-21
« EnnHbIN ISO-06pa3 gna MHO n wnosos - Q2-21

» Full connectivity upgrade (R81.10 n Bbiwe) - Q2-21

« EnuHbIN ISO-06pa3 pna MT- n SP-BeTok - Q4-21
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CHECK POINT:
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Secure Your w\t’h!ilr:l\i :n the New Normal
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