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KT0o MbI?
00 ISACA

ISACA® (isaca.org) npubnmsunnack k 50-1eTmo CBOEro CcyLecTBoBaHUSA. OTo rnobanbHaga accoumnaumd, noMoraroLas
YacCTHbIM NUUaM 1 NPeanpUATUAM peann3oBaTb BECb NoTeHUMan TexHonornn. CerogHAWHU MUP OCHOBaH Ha
TexHonoruax, n ISACA BoopyxaeT npodeccrnoHanoB 3HaHUAMK, KBanuukaumen, obpazoBaHnem n odLLLECTBOM, YTOObI
npoaBuraTbCHa N0 KapbepPHOW NeCTHULE 1 Npeobpa3oBbiBaTb CBOW OpraHmn3aumn.

06 ISACA

ISACA ncnoneayet onbIT cBomx 450 000 BoBneveHHbIX npodyeccrMoHanos B 06nactn MHpopMaLnoHHON U
knbepbeszonacHOCTH, ynpasreHus, ayauTta, puckoB N MHHOBaUUI, a Takke cBoen godepHen komnaHnm CMMI® NHCTuTyT
ANs NpoABMXKEHUS MHHOBaLUMIn ¢ nomoLubto TexHonoruin. ISACA npegcraeneHa B 188 ctpaHax, B ToM uncne B 220
oTaeneHusix no scemy mmpy n ocpomcax B CLLUA n Kutae.

OcHoBaHa: 1969 .
ISACA Konu4yecTtBo yyacTHukoB: 6onee 135,000 B 188 cTpaHax
Konun4yecTtBo ceptucpmumpoBaHHbIX cneyuanuctoB: 165,000+

daKkTbl U UMdPpLI
Wit Konun4yecTtBo 4anTtepoB: 220

Certified Information Systems Auditor (CISA) IN 77
Certified Information Security Manager (CISM) @ -] @ @ fX’
ISACA Certified in the Governance of Enterprise IT (CGEIT) e ooy gied et (e b i
cepTUdMKaLmm Control Objectives for Information and Related Technology (COBIT) 5 e A =
Certified in Risk and Information Systems Control (CRISC) :
Cybersecurity Nexus Practitioner (CSX-P) CQBITZ("?
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KTo MbI?
06 ISACA Nur-Sultan Chapter

B Hos6pe 2016 mbl nony4mnnu paspelleHne oTkpbiTb otaeneHme y ISACA® n B deBpane 2017 roga oguumanbHO 3aperncTpmpoBanm
ObwectBeHHoe ObbeanHeHne «MCAKA ActaHa» (nepeumeHoBaHHoe B «ICAKA Hyp-Cyntan Yantep»)

Mbl cocTomm 13 6onee NONycoTHN Y4aCTHUKOB M3 CaMblX pasHbiX oTpacnen. YneHbl coobliecTBa aBnsTCA npodeccrmoHanamm B obnactu AT,
ayauTta u kmbepbesonacHoCTU, 1 paboTatoT B KpyNHENLWNX opraHndaumsax Pecnybnukm KaszaxctaH, HauMoHarnbHbIX KOMNaHuax u domnuanax

3anagHblX KOMMaHUn

Mopnepkka, npegocTaBnsieMasl napTHepamMm HeOLIEHMMA W KU3HEHHO BaXKHa AJist HAlLen HEKOMMEPYECKOM opraHM3aunn, T.K. Mbl COCTOMM 13
BOJIOHTEpOB, paboTatowmx Ha 6e3Bo3mesgHon ocHoBe. Ocoboe BHMMaHME Mbl yaendemMm Monogexu. YneHol Hawero coobuecTsa, OnbITHbIE
cneumanucTbl B obnactu UT, ayauTa n kmbepbesonacHocT NpoBoasaT 6ecnnaTHble dakynbTaTMBHbIE NEKUMN B YHUBEPCUTETAX U T.4.

Mbl OTKPbITbl HOBbIM y4aCTHMKaM N HaMeEpPEHbI B AanbHeNWeM akTMBHO pacwmnpaTbCA

—SACA
Trst i, ared vl from, Mfermation systns

Information Systems Audit and Control Association

Chapter Charter
e ot e o o St o
Astana Chapter
it nghts and resp Wies as sot forth in the Information Systems

with authority (o ise afl requi
Audit and Control Association Bylaws.
Approved this 37 day of Novemnber, 2016.

=
Altest: Chnstcs K Owndriags
2016-2017 Inferrabona Chait

&

@

65 uneHoB ISACA Nur-Sultan Chapter (no
cocTtosiHmto Ha 30.03.2021)

N3 Hux obnagarenn cepTndunKaTos:

30 CISA
11 CISM
2 CGEIT
5 CRISC
7 CDPSE
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WHdopMaLMOHHBbIE TEXHONOINMU N NPOMbILLJIEHHbIE CUCTEMbI

ATpnoyr UT NMpoMbIWwneHHblIe CUCTEMDI
KoHdnaeHunanbHoOCTb Bbicokui Hwn3kun

LlenoctHoCTb Huskun-CpegHun OyeHb BbICOKUN

[ocTynHoCcTb Husknin-CpegHui OuyeHb BbICOKMI

AyTeHTudurkauma CpegHun-Beicokui Bbicokui

HeoTpekaemocTb Bbicokui Huskun-CpeaHui

KpUTUYHOCTb MO BpeMEHMU Heckonbko gHen KpntnyHo

lMpocTon cuctemsl Tepnnmo Henprnemnemo

HaBbikn 6e3onacHocTn / OcBeaOMITIEHHOCTb

O6bI4HO XOpOoLUO

OObIYHO NINOXO0

KN3HEHHbIN LMK CUCTEMBbI

3-5 net

15-25 net

WHTerpauus

He kputnyHo

KpuTnyHo

BbluncnnTenbHble pecypcbl

Be3 nuMmuTHbIE

OuyeHb orpaHnYeHbl CTapbiMK NpoLieccopamm

N3meHeHns nporpaMmMHoOro obecneyeHus

YacTo

Pepko

Mocnencreus HanxygLiero cry4vas

MoTepsa oaHHbIX

Monomku o6opynosaHus | MpoucluecTens
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Pecnybnuka KaszaxctaH

3akoH «O6 nHopmarTmsaunm»

Kputnyeckn BaxkHble 06beKTbl MIHPOPMALMOHHO-KOMMYHUKALMOHHOW MHAPPACTPYKTYPbl — 06beKTbl MHPOPMaLMOHHO-KOMMYHUKALNUOHHOW MHAPACTPYKTYPhI,
HapyLUeHne unu npekpawleHme yHKLUNOHNPOBaHMS KOTOPbIX NMPUBOLMUT K Ype3Bbl4aNHOW CUTYyaL MM counanbHOro 1 (Mnn) TEXHOreHHOro XxapakTepa unm K
3HaYMTENbHBIM HEraTMBHbLIM NOCNEACTBUSAM AN 060POHbI, 6€30NacHOCTU, MEXAYHAPOAHbIX OTHOLUEHUIA, 3KOHOMUKN, OTAENbHbBIX Chep XO351MCTBa Unu Ans
XN3HEOEeATEeNbHOCTUN HaceneH s, NPOXUBAIOLLEro Ha COOTBETCTBYIOLLEN TEPPUTOPUM, B TOM YUCIIE MHAPPACTPYKTYPbI: TENNOCHABXEHUS, aNeKTpocHabxeHus,
rasocHabxeHusi, BOAOCHaAGXEHUSA, MPOMbILLNIEHHOCTU, 30pPaBOOXPaHEHMS, CBA3W, BaHKOBCKOW cdpepbl, TPaHCMNopTa, rMAPOTEXHNYECKNX COOPYKEHUN,
NpaBoOOXpPaHUTENbHOWN OEeATENbHOCTU, «3NEKTPOHHOIo NpaBUTENbLCTBAY.

HerocynapcTBeHHble MHPOPMALMOHHbBIE CUCTEMBI, OTHECEHHbIE K KPUTUYECKM BaXKHbIM 06bekTaM MHPOPMaLMOHHO-KOMMYHUKALMOHHOM MHAPPACTPYKTYPbI, a TakKe
npeaHasHavYeHHble ANns POpMUPOBaHUS rOCY4APCTBEHHbBIX ANEKTPOHHBIX MHOPMAaLMOHHBLIX PECYPCOB, MPUPaBHUBAKOTCS K MHPOPMALMOHHBIM CUCTEMaM
rocydapCTBEHHbIX OpraHoB B YacTu cobntogeHus TpebosaHmii no obecnevyeHnto MHpopMaunMoHHON 6Ge3onacHOCTH.

EanHble TpeboBaHus B 06nactm MHPOPMaLUMOHHO-KOMMYHUKALMOHHBLIX TEXHOMOMMN U obecneyeHuns
NHpopMayMoHHON 6e30NacHOCTH

MonoxeHust ET, oTHocswmecs k cdepe obecneyveHns MHpopmaLlmnoHHo 6e3onacHocTn, 0bs3aTernbHbl AN NPUMEHEHMS rOCYAapCTBEHHBIMM OpraHamMmn, MeCcTHbIMM
MCMNONHUTENBbHLIMU OpraHamMu, rocy4apCTBEHHbIMU OPUANYECKUMI L AMKN, CyObeKTaMn KBasuMrocyqapCTBEHHOMO CEKTOpa, COBCTBEHHMKaMK U BriagenbLamm
HerocyaapcTBeHHbIX NHPOPMAaLMOHHBIX CUCTEM, UHTEFPUPYEMBIX C MHDOPMALIMOHHBIMU CUCTEMaMU FOCYAaPCTBEHHbIX OPraHOB UMW NpeAHa3HaYeHHbIX AN
chopMUpoBaHMS rocyaapCTBEHHbLIX 3NEKTPOHHBIX MHPOPMALMOHHbLIX PECYPCOB, a Takke COBCTBEHHMKaMM U BriagenbLaMm KpUTUYECKM BaXKHbIX 0OGbEeKTOB
NHOPMAaLMOHHO-KOMMYHUKaLMOHHOW MHADPACTPYKTYpPbI.

lMpumepbl mpebosaHuli:

= CepesepHoe obopydosaHue AlK u cucmembi XpaHeHUs1 0aHHbIX pasMelaromcsi 8 CepeepHOM roMeuw,eHuu

= Jlgepu cepsepHO20 NMoMew,eHus cocmaessisom He MeHee 1,2 mempa 8 WUpuUHy U 2,2 Mempa 8 8bicomy

=  Ha amane onbimHoU U MPOoMbIWIEHHOU 3KClyamayuu o6bekmoes UHghopMamu3ayuu ucrnonb3yrmces cpedcmea U cucmemsl.
= 0BHapyxxeHus1 u npedomepauieHusi 8peAOHOCHO20 KOOa;

" MOHUMOpPUHea U yrpasneHusi uHyudeHmamu u cobbimusimu Ub; one

= 0B6Hapy»eHus1 u npedomepaueHusi 8MopxeHuUl 888 I SACA®
Nur-Sultan Chapter



CoeaunHeHHble LWTaTbl AMepuku

MoHaTne knbepbesonacHOCTN onepaumMOHHbIX TEXHOMOMMIN, NPUMEHSAEMbIX B CTpaTermyecknx oobektax, ndHavanbHo 6bino onpeaeneHo B CLUA n umeHHo Tam Gbinn
pa3paboTaHbl NporpaMmbl 3aLUTbl ONepaLMOHHbIX TEXHOMNOMM cTpatermdecknx obvektos. B 1998 roay B CLUA 6bina nsgaHa gupektusa no BONpocy O 3awuTe
cTpaTernyeckn BaxxHOM NHPpaCcTPyKTypbl. [JaHHbI JOKYMEHT onpeaenun HaunmoHasbHY0 MHPPACTPYKTYPY, UMEIOLLY0 KpUTUYECKOE 3Ha4YeHne A1 HauMOHansHOM n
9KOHOMMYeckor BesonacHocTu. B gaHHon gupekTuse Obinv onpegeneHbl Mepbl, KOTOpble HEOBX0ANMO BbINO NPUHATL ANA obecnevyeHUs KMbepbesonacHoCcTH
onepauuoHHbIX TEXHONOINMK, UCNOSIb3yeMbIX Ha CTpaTerM4eckux oo bLekTax.

PerynaTtopHble akTbl:
= Man 2017, cnonHuTenbHbin npukas 13800: Strengthening the Cybersecurity of Federal Networks and Critical Infrastructure

= Anpenb 2018, Framework for Improving Critical Infrastructure Cybersecurity version 1.1

Function

Protect

Detect
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EBponenckumn coros

Habop AnpekTnB HanpaBneHHbIN Ha knbepbeszonacHocTb cTpaTternyecknx oobekToB. Aupektusa 2008/114/EC ot 8 [ekabps 2008 roga, HanpaBneHHasa Ha
BbISIBIIEHME U HA3HA4YeHMe cTpaTernyecknx oobekToB EBponbl 1 oLeHKa HeoBX0AMMOCTM NOBLILLEHUS X 6e30MacHOCTH.

114}

The efficient identification of risks, threats and vulner-
abilities in the particular sectors requires communication
both between owners/operators of ECls and the Member
States, and berween the Member States and the
Commission. Each Member State should collect infor-
mation concerning ECls located within its territory. The
Commission should receive generic information from the
Member States concerning risks, threats and wulner-
abilities in sectors where ECls were identified, including
where relevant information on possible improvements in
the ECls and cross-sector dependencies, which could be
the basis for the development of specific proposals by the
Commission on improving the protection of ECls, where
necessary.

List of ECI sectors

Sector Subsector
1 Energy 1. Electricity Infrastructures and facilities for generation and transmission of
electricity in respect of supply electricity
2 0il Ol production, refining, treatment, storage and transmission by
pipelines
3. Gas Gas production, refining, treatment, storage and transmission by
pipelines
LNG terminals
I Transport 4. Road transport
5. Rail transport
6. Air transport

. Inland waterways transport

. Ocean and short-sea shipping and ports

The identification by the Member Stares of critical infrastructures which may be desipnated as ECls i underaken pursuwant 1o Armicle 3.
Therefore the bst of ECl seciors in irself does not generate a generic obligation 1o designare an ECl in each sectos.
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Bonpockl u oTBeTbI
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