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Cloud Pak gna 6esonacHocTy!

My applications
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Get up and running on 1BM Cloud Pak for Secur! y

- bbICTPO pearvpymTe Ha MHUWOEHTb
6e30MacHOCTM C MOMOLLbIO aBTOMATU3aL M O
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Cloud Pak for
Security

IEM Cloud Pak for Security

<

MNOCTABJIAETCH C

rOTOBBIMU ¥ My applications

KOHHEKTOPaMM KO & = o

M H O r l/l M I/I 3 B a I_U I/I X Data Explorer Case Management Threat Intelligence Insights

Cy I—I—lI e CT B y I-O LI_L Vl X Se:_rcz and analyze all of your data from one Cullab?rat:lwith _yuur team and track work in a I:entif_y yo;_r most impactful threats with relevant
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[BM Cloud Pak for Security

18M Cloud Ppak for Seurt
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« Data Explorer

« SOAR (Resilient)

« TIFeed

« Qradar Events & Flows

« Qradar Network Insights

« Datalake

« DB Protection (Guardium)

« Risk Manager
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Cloud Pak for Security - Data Explorer

DenepaTrBHbIV MOUCK W paccnenoBaHme

IBM Cloud Pak for Security

BbinonHamTe 3anpochl U HaxoauTe
aHaIMTUYeCK e JaHHble Mo
HECKO/TbKMM UCTOYHMKAM OaHHbIX,
He nepeMellas gaHHble

[IpoBOOMTE paccnegoBaHme 13
eNHOr0 YHUMOULMPOBAHHOIO
MHTepdenca oas NomcKa yrpos u
I0C

MIrHOBEHHO NpOCMaTpUBanTe
aTprbyThl B XKypHane 1 CBOAHOM
Tabnuue, 4Tobbl OBHAPYKUTD
CTaTUCTUYECKN 3HAYMMbIE
aTpmnbyThl

M e &

Homepage | IBM

Data Explot rer

Search Results

‘Query builder

STIX

[ipv4-addr:value =

; Search Results

Observed data

iot-addrialue.

'67.229.97.229'] OR [artifact:hashes.'MD5' =

'846cdb921841ac671c86350d494abf9c '] START t'2020-85-11T21:27:80.000Z' STOP t'2820-85-14T21:27:00.0082"

_ Connect a Data Source

+  Youcan connect the following data sources to IBM Cloud

Pak= for Security. Select a data source type.

Amazon CloudWatch Logs Microsoft Azure Sentinel IBM® BigFix Carbon Black CB
© ol 1 ®© - Respon
* Ragion Das P addrass. rce TP address.
+ AWS™ Access Kay ID Da anant rca Port Data Source IP address
+ AWS™ Secre Access Key ice Usermame Data Source Security Token
. AWS™IAM Password Data Source. ificata (Tf self-signad]
rca Cartificata
Amazon CloudWatch Logs re Senti Bigfecadmin Skl Level: Carbon Black admin
uuuuuuuuuuu m Microsoft Defends oxy M® QRad:
Advanced Threat
tection
Data Seurce IP addres: Management IP address or Hostname Data Source IP address
1a Sourca Usama Host Port Data Source Security Token
1a Sourca Passwor « Data Source IP scdvess Data Source Cartificats (I saif-signed)
Client I * Dam ant
......... + Cliont



CB-INTERNAL-SE-TM...

Cloud Pak for Security —

DEVICETIME ¥ PID  USERNAME  REGMOODS ¥ FILEMODS ¥ NETCONNS ¥ MODLOADS ¥ CHILDPROCS ¥ MIT

HVYKEH OLLMH 93bIK 3anpoca B |
NAaHHbIX 6e3 X nepemMelleHns—:— S = ”

ekt Now bl

eat Artifacts

> Data source: Carbon Black Stix Last observed: Jan 15, 20 ;
W w4 e T Szuree O

Mot (D~
process nhame cmd.exe pid 1668 file @ hasf€5.MD5 name cmd.exe domain-name Val

Vo Saawc el
ipv4-addr @ value ipva-addr @ value user-account user_id SYSTEM
Theest Danmiars [r—

Certilicaie wneligencs

> Data source: AWS Stix Last observed: Jan 20, 2020 10:42 AM
cenfearr s vtz sty ect cartfun o

network-traffic src_port 0O dst_port 0 protocols[0] reserved ipva4-addr @ value mac-addr Value 00:00:00:00:00:0
mac-addr Vvalue 00:00:00:00:00:00 user-account user_id Daniellones file name CustomerDataOctober domain path s3.amazona

chrudinall
artifact

payload_bin localhostiaccountld:911534260404,accessKeyld:ASIASIOSNAC20...

x_com_ibm_ariel gid_name Object Downloaded category name AWS CloudTrail Message log_source_name AWS CloudTrail

m Save As  Format Query  New Query  (Run lime:

> ta source: QRadar Stix Last observed: Jan 3, 2020 10:42 AM

network-traffic src_port 0 dst_port 0 progsalsl0] reserved ipva-addr @ value mac-addr Vvalue 00:00:00:00:0

mac-addr Vvalue 00:00:00:00:00:00 user-account user_id DanielJones doniain=path s3.amazonaws.com = Network Acty [[TOOR e o e 5 s o e A
artifact

payload_bin localhost:accountId:911534260404,accessKeyld:ASIASIOSNAC20...

Viewing real time flows  View: Select AnOption: ~  Display: Custom

. i a " 3 T
x_com_ibm_ariel devicetype 18 qid_name Object Downloaded qid 67500346 category_name AWS CloudTrail Message category_id 70 Uskog Sewrc G Hashas 1 odl o

Current Filters:
identity_ip 0.0.0.0 Filo_Hash (custom) s not N/A

File_Size (custom) | 1e-Name (custom) 4 st Time Destination 1P Destination Port

utf8_payload localhost:accountld:911534260404,accessKeyld:ASIASIOSNAC2...

568 .. S 214,335

magnitude 5

IBM Security / © 2020 IBM Corporz




STIX Shifter — Kak 370 paboTaeT:

3. HaTuBHbIN 3aNpOC K UCTOUYHMKY OaHHbIX
et EEEEa R EEEEEEEEEEEssssEEEEEEEEEEEEsssanns v,
2. TlepeBop 3anpoca
1. STIX3anpoc ~
-1 > et ——ee— e e e aeeae et e eae e e eeneenarenans splunk> 4. VIcTouHNKN
— — AaHHbIX 3aMyCcKarT
3anpochl
D
7. MonyueHwne e Carbon BIaCk‘
pesysbTata 6. Pesynbrar
nepeBoaAMTCS Ha
STIX
y IBM QRadar
5. HaTuBHbIN pe3ynbTaT Bo3BpallaeTcs KCloud

Pak for Security —

denepaTMBHbIN 3aNpoC C UCNONb3oBaHMeM WabnoHa STIX . 3aTeM M3 UCTOYHMKA JaHHbIX BO3BpalllatoTcs COBCTBEHHbIE pe3ynbTaThkl 3anpoca
3anpoc nepeBoamnTCs Ha COBCTBEHHbIN S3bIK 3aMPOCOB KaXA0ro U3 MCTOYHMKOB . BosBpalleHHble pe3ynbTaTbl nepeBeaeHbl B 06bekTbl STIX (B OCHOBHOM

OaHHbIX cTpykTypa JSON)

3aTem npeobpasoBaHHbI 3aNpoc oTnpaBnseTcs (nepegaeTcs) BO Bce . 3aTteM 0bbekTbl STIX XpaHaTca B obnake, rae oHW UCNonb3yTca ApYruMm

NCTOYHWKW OaHHbIX cny>+<6a|v||/|

Ka>+<.11'@|=,”4 MCEQYH WG IEaHHDBIX BbIMOJTHAET cobCTBEHHbIN COBCTBEHHbIM 3anpoc




Cloud Pak for Security - Threat Intelligence Insights

[TpropuTeTHay, LL@I/ICTB@HHaﬂ AHANUTUKA YIrpo3

- [lpropuTeTHaa aHanUTKa yrpo3 c
MOMOLLBIO a0anTUBHOM OLEHKN X- -
Force Threat Score,

DACCYNTbIBAEMOW HA OCHOBE
DENEBAHTHOCTW, CEPbE3HOCTH, TDZ.:ZB,HL:M

IBM Threat Intelligence Insights

Pi h for your organization X Threat activity
CTEMNEeHV NPOHUKHOBEH WS, ST e
A Upd Y g p ﬁl d 0 M Indicator risk P a X
BO3OENCTBUA U PAKTUUYECKINX (744 e !
M My environm

Found indicators

HabMOEHWY 38 OKPY>KatoLLen SR e
cpeaou R

Early warning Early warning Early warning. "
Netflix Squatting Campaign - X-Force Linkedin Squatting Campaign - X-Force CreditOneBank Squatting Campaign - ot tao
[ Early Warning Early Warning X-Force Early Warning
- BbiaBneHue yrpos, 4enCcTBYOWMX B

Ballen cpene, ¢ noMolbo Am I e i e IR
Affected, koTopad BbIMOAHAET — ,
HenpepbIBHbIM U aBTOMATUYECKMIA ————— | = & o
MOWCK B NMOAKTOYEHHBIX MCTOYHMKAX o e— -



ORadar @ Cloud Pak 4 Security

- Qradar Events
- Qradar Flows

- Data Lake e
o =
- QNI software S S

- Risk manager




IHTerpupoBaHHas, YHUdULMPOBaHHAA apxXnTeKTypa B O4HON wWeb-KOHCOoM

Log
Management

IBM QRadar Security Intelligence

DEEL LG Offenses  Log Activity  Network Activity Assets Reports  Vulnerabilities  Admin System Time: 11:08 AM |

Show Dashboard: | Daily Overvisw [®] [CINewDashboars [ Rensme Deshocard € Delete Dashboard  Add ltem... ¥ Hext Refresh: 00:00:30 I 2 @

S e C u r I t Internet Threat Information Center | %] Most Severe Offenses 28 Top Log Sources (Event Count) @08
y Offense Name Magnitude 0% 49/1415 5:05 AM - 9/14/15 11:05 AM

. S
|nte| | |gen ce an d Current Threat Level n Local IRC Server Detscted containing Chat IRC 6 1 .
Learn More Local IRC Server Detected containing ChatIRC 3 5a/

Se n S e A n al ytl C S ALERTCOR'“ Local IRC Server Detected containing ChatIRC l

Last updated Sep 14, 2015, 10:58:18 AM Local IRC Server Detected containing Chat.|RC

4%
* Mulliple Adobe Flash Plaver code execulion vulnerabilities Policy:. Remote: Clear Texd Application Usage containing Wil POR 6%
* glibc gethostoyname buffer overflow vulnerability Top Applications Outhound to the Internet (Total Bytes) CI:B 9% f
- 26%

* Microsoft Windows OLE Automation Array Remote Code Execution 10%
* Vulnerability in Microsoft OLE Could Allow Remote Code Execution ResetZoom SM4/15, 9:50 AM - 811415, 11.02 AM

¥ Microsoft Windows OLE code execution

Mon |t0 ri n g * Apache Struts Cookislnterceptor security bypass

Network Activity

T Legend

System Notification-2 :: vmibm7066
Ml Heatth Metrics-2 - vmibm7065 [l Asset Profier-2 - vmibm7088
M snort @ wotverine [l S Audit-2 :: vmibm7056

Pt @ apophis [l Custom Rule Engine-3 :: vmibm7 086

View in Log Activity

R . k 10:00 AM 10:10 AM 10:20 AM 10:30 AM 10:40 AM 10:50 AM 11:00 AM A R el A e I
IS ResetZoom 9114115, 9:39 AM - 9/14/15, 10:51 AM
¥ Legend
50
Man ag em ent Web Web Misc [P2PBiTorrent [Other WP2PKazas [P2ReDonkey  Web WebFisTransfer [l Mail SMTP
[ [ Streaming. StreamingAudio rzR.0peniap [MFzRGnutsla [l Remainder

Top Authentication Failures by User (Event Count) CI:B

5 9/14/155:03 AM - 91415 11:03 AM

Total Bytes (Sum)

View in Network Activity

o Top Applications (Total Bytes) 0E8

r
Legend Reset zoom 9/14/15, 2:50 Al - 9/14/15, 11:02 Al

Event Count (Sum)

M skhataci [lismith  [lidos
600M
NetWork View in Log Activity

Forensics

¥ Legend
[+0205.174.174238 101005076 [
I 10.100.65.20 10.100.100.104
Ez1892.13.145 [NEEZ1893.20135 10.100.50.4
W01005045

Total Bytes (Sum)

View in Log Activity

10:00 AM 10:10 AM 10:20 AM 10:30 AM 10:40 AM 10:50 AM 11:00 AM

Incident
Response




PeBontouMOHHOE n3meHeHMe B paboTte aHannTnkos b

IBM QRadar Security Intelligence

Dashboard Offenses Log Activity  Network Activity Assets Re

Incident Overview ‘= vwdaed anhourago

Hour graph for Jan 17th

Average Magnitude Today's Incidents

2017.01.20

IBM QRadar Advisor with Watson

- - 2.3 MnH+ gokymeHToB Ub - 250 TbiC+ paccnesoBaHUM
ABTOMaTHUYECKM pacKpbiBaeT HOBbIU NPOBEAEHO 33 NOC/eaHNE
KOHTEKCT UB 1 NOMIHYIO KapTUHY - 10 Mnppa+ anemeHTOB gaHHbIX b 6 mecALLeB
MHUUAEHTa - 80 TbIC+ HOBbIX JOKYMEHTOB

YMUTAETCA KaXKAblM AEHb


https://www.ibm.com/us-en/marketplace/cognitive-security-analytics

QRadar Advisor with Watson B aencTBmm

6. NMpumeHeHue cobpaHHbIX 3HAHUI gNA
paccnepoBaHuA U KBaanpuKauum

MHUMUAEHTa
5. Pe3ynbraTtbl aHanu3a 4. WUccneposaHue yrpos

AKTUBHOCTb 9KCMepTHbI aHaNu3
YCTPOWCTB

1. UHumnpeHTobl

QRadar SIEM

AH AJIMTUKA U 2. C60p NOKaNbHOro KOHTEKCTa U 3. UngukaTtopbi
$dopmupoBaHue cTpaterum

I'(Op penauna NaH} paccneaoBaHus yrpos



CIICWS

HEZAAHWHE 0 EBRHCOKHWHX TEXHONOTHAX

CNEWS HOBOCTH AHAJIUTMKA KOH®EPEHLIMWN WYPHAN TEXHUKA TB
CNEWS FORUM
10 HOREPA C6epbaHk o6ezonacuT cebs C NOMOLLbIO UCKYCCTBEHHOIO MHTEINIeKTa
AT [y i BesonacHoctb BusHec UT B 6ankax WT B roccekrope mMobunbHas Bepcus
10 HOSIBPS

YTO XOYET BU3HEC?

3NEKTPOHHOE
NPABOCYOME

new

SKCNEPTHU3A REDSYS

WHHOBALIMK B CXO

DELL ANA BU3HECA

CETW BROCADE

UAPPOBASA
TPAHC®OPMALIUA

OBJIAYHBIE
TEXHOJIOTMA

AT B TOCCEKTOPE

AT B BAHKAX

BE3OMACHOCTb

TENNEKOM

WH®OPMATHU3ALNA

WHTEPHET

B C6ep6aHKe No OKOHYAHUM BTOPOro 3Tana CTPOMTENbLCTBA LeHTpa 6esonacHocTu UT-cUCTeMbI CTaHYT
paccMaTpuBaTh MWI/TMOHbI NOAOZPUTENBHBIX PUHAHCOBLIX «COBLITHI» B fleHb, A1 aHaNIM3a KOTOPbIX
6yayT BHeApeHbl CPEACTBA HCKYCCTBEHHOr0 MHTE/eKTa.

LlenTp 6esonacHocTm 2.0

C6epbaHK NpUCTYMNWUA KO BTOPOMY 3Tany CTPOMTENbLCTBA LeHTpa MH(OopMaUMoHHOR 6e3onacHocT (Security
Operational Center, SoC), koTopbiit 6yaeT 3aBeplieH ao koHua 2016 r. B xoae AaHHbIX paboT nnaHupyeTcs
BHEAPUTL PELLEHUS C UCMONb30BaHNEM MCKYCCTBEHHOMO MHTENNEKTA, @ TaloKE MHCTPYMEHTHI A4nst paboTl

¢ 6onbwnMK faHHbIMK (bigdata), pacckasan 3aMnpeacegatens npaeneHuss CéepbaHka CraHncnas Ky3HeloB.

B pesynbTaTe KONMYECTBO PaCcCMOTPEHHLIX B A€Hb MOA03PUTENbHBIX «COBbITUIN» B paboTe CUCTEM opraHusauum
YBENNYUTCA A0 HECKOSBKMX MU/UTMOHOB (CedYac 3TOT NoKasaTeslb COCTABMSAET 1 M/H B CYTKM, @ 4O CO34aHus
SoC 6aHKy yoasanocb u3y4nTtb nvwb 100-200 MHUMOEHTOB B AEHL).

Mep.biiA 3Tan no cozgaHuio SoC, KoTopbIM BKIoYan B cebsi BHeapeHue SIEM-cucteMbl, OpUeHTUpPOBaHHOM
Ha cbop 1 koppensuuio cobbiTuiA Be3onacHocTH, Hbin 3aBeplueH B anpene 2016 r. KoHCynbTaHTOM

no peanqsauuu NpPoeKTa BbICTYNKNa KoMnaHuus IBM, 3akniounslas B gekabpe 2015 r. KOHTpakT

co «CbepbaHkoM» Ha R 56,9 mnH. MpaBaa, no cnoBam Ky3HeLoBa, B LLE/IOM B NPOEKTE 3a4eWCTBOBaH psia
APYrvX KOMNaHWi, Ha3BaHWs KOTOPLIX OH HE Coo6LuII.

B obLeit cnoxHOCTH paboTy LeHTpa 6e3onacHOCTH obecneynsaloT 6onee COTHU COTPYAHUKOB. ToYHoe
KOMMYECTBO CreLmManucToB U MecTononoxeHne SoC B CoepbaHKke He yTouHsAoT. CoBOKYMHbIN UB-6lomKeT HGaHka
B 2015 r. (Brnio4vast cTponTenscTBo SoC) coctasun 2 1,5 mnpa.

CraHucnas KysHeuos,

3amecTuTtenb
npeacenaTens
npasneHuna NAO
CbepbaHK.

Executive cnoHcop nNpoekTa co3gaHusa
SOC B CbepbaHke



HanncaHune npaBu

Apply SAP Non-Support Team Admin Access on events which are detected by the  Local |w|system

L and when the event({s) were detected by one or more of SAP

midwhen the event category for the eventis one of the following Authentication.Admin Login Successful
& and when any of Source P are contained in any of SAP Servers - AlphaMumeric

e and NOT when any of Username are contained in any of SAP Support Team - AlphalNumeric




JKOoCUCcTeEMaA 3alUUTbl Yepe3 COTPYAHNYECTBO

= IBMX-Force Exchange Search by Application

Refine By All Applications (67)
All Applications

All Categories G

Type QRadar QRadar X-Force Exchange
o QRadar Advisor With User Behavior Analytics Snare Log Analysis IBM X-Force Exchange
L1 Application Watson for QRadar SDK

ser Behavior The Snare Log ada he

Custom Properties orce Exchange EL“(

Custom QID Map
Entries 2 By IEM Security ORads 2 By Intersect Alliance | 2 By IBM X-Force Exchange
@ 1BM Validated @ IBM Validated @ IBM Validated

presiient  PIETULITE BLASK

Custom Rule

+ 8 More

TECHNOLOGIES

[] Show Early Access Apps
QRadar QRadar QRadar BigFix
IBM Resilient QRadar STEALTHbits Active Palo Alto Networks App BigFix and Carbon Black
Learn More Integration Directory App for... for QRadar Integration

ORac Artive Re orioritize. and comrelate Intearation of

Develop Apps

Support
2 By IBM & By STEALTHbits Technolo £ By Palo Alto Networks

FAQ @ IBM Validated @ IBM Validated

IBM Security App Exchange

Co3paBaiite U UCMOMb3yiiTe - 100+ npunoxeHun - 49K+ noceleHnm
NPUIOXKEHNS Ha OCHOBE co3aaHHbIX IBM n 28K+ ckauymBaHmMM
TexHonoru IBM security napTHepamm NPUNOXEHUN

C MOMeHTa Havana pabotsl B [lekabpe 2015


https://www.ibm.com/security/engage/app-exchange/

Ob6Hapy>X1UTb aHOMaNbHOE NOBEAEHWE OOHUM KITMKOM

IBM QRadar Security Intelligence

Dashboard Offenses LogActivity NetworkA... Assets Forensics Reports Risks Vulnerabili... LGN User Analy... System Time: 4:52 PM

Quick insights | O,

Monitored Users Current High Risk Users Sense Events (last hour) Offenses Generated (last hour)

2.2K 1.8k 187.0K 7 1.5k

System Score (Last 24 Hours) Risk Category Breakdown (Last Hour) Recent Sense Offenses

@ User Access E . .
1240389 User Privilege N o
“ ® ’ User: 0D0756649
1000000 @ User Geography
800000 Event Count: 1 Flow Court; 0 Magy
—
600000

area # 2005 g
User: Eduarda

Event Count: 281 Flow Count: 0 Maag

400000
200000

10:56 12:00 15:.00 16:42

User: Anastasia

Most Risky Users {Overall Score) Most Suspicious Users (Window Score) Event Court: 531

/ Washburn Ken (K.J.) ‘ 17720 ® /_ Washburn Ken (K.J,) g +4020 ® ” Htaree # 2001
USer. Vi Al A
Valertina LOGON 16026 < Valertina LOGON ’ . .
A i A v IBM QRadar User Behavior Analytics

Flow Count: 0

[TpunoxxeHne 0na BU3yanmsaumm 4enNcTBmn KoHconb User Behavior Analytics sBngeTcs
KaXAO0ro MoJib30BaTeIA 1 BbIABIEHNA €70 MHTErpUPOBAHHOM YacTbto KoHcoan QRadar

dHOMaJ1bHOIo noBegeHm4d


http://www-03.ibm.com/software/products/en/qradar-user-behavior-analytics

UBA: AnropuTmMbl MalMHHOIo obyvyeHuns

IEM QRadar Security Intelligence

Dashboard Offenses

Dashboard » User Details

Grant_Lamson
Grant_Lamson
Grant_Lamson
IT Support Specialist
Support

fokohama, Japan

@example.ibm.com

Log Activity Metwork Activity Assets Reports  Admin

admin ¥

User Analytics

O’\
User Activity by Category May 2, 6:00 PM BB 'Sense' Activity May 1-May 2 B

1%
I Actual
M Learmed

Applicaticn

FRisk Events Generated by Liser (Last Hour)
5 B
Owerall Score Current Scora
531 N 5 s ' OTK” OHEHUA *-‘;Eiflt'f_ Authentication o
e 13:00 14:00 15:00 15:00 17:00 18:00
| | \ OT HOPMaJIbHOTO
Add to Whitelist '
5 . M Actual [ Learned
I'IOBe,CIIEHMﬂ Sense
Risk Score ay1-May 2 &=
User Acti May1-May2 B Recent Offenses
B40 20
Offense # 5283 a day ago
s . Grant_Lamson
400 ° Categories: Access Permitted, Information, User Hisk, Sense
200 . Offense
a Event Count: 14 Flow Count: 0 Magnitude: 3
‘:\;_"1. £ 2 1;\51 . -_-:::?' c
Sense Events Group Sanse Evants ( y a
g 13:00 14:00 15:00 16:00 17:00 18:00
(=) May2.2017 +715 BN Actual [ Learned
IUBA-ML : Abnormal increase in User activity +500



CoBMecTHOe ucnonb3oBaHue 6a3bl 800TB+ gaHHbIX 06 yrpo3ax

Search

Collections

Current Threat Activity m

Ecuador ) Colombia | Twnisia | Morocco
) s s n s n Spam, DynamicIPs

i

sssssssssssssssssssssssssssssssss

ooooooooooooooooo

IBM Security X-Force Exchange

,D,OCTyI'I K MHTerMpOBaHHOVI base Yrpo3 B peXnme peasibHoOro BpemMeHm o :I_MﬂH-I— Bpe'ELOHOCH blX IP—

agpecoB DaHHble ot 60nee 2000
opraHusauumn
- [laHHble 0 BPeJOHOCHbIX Yrpo3ax C + 1000+ camnnos (rHaHCOBbIX cpeay 16 uHaycTpuit

270MnH+ KOHEYHbIX TOYEK BPELOHOCOB B IEHDb

- 15Mnpa+ MOHUTOPUHE cobbiTu VB B AeHb


https://exchange.xforce.ibmcloud.com/new

Cloud Pak for Security - Case Management

CoKkpalleHne BpeMeHn Ha
pDearpoBaHme M yCTPaHEHWE CITOXHbIX
Knbepyrpos 3a cyeT aBTtoMarmsaumm
MPOLECCOB pearnpoBaHng Ha
MHUMOEHTHBI C HAAEXHbIM YIpaB/iIeHUEM
nenamy 1 3agadamu

ONTUMU3UPYMTE 1 aBTOMATU3UDYNTE
DYYHbIE N MOBTOPSIOLWMECH 3a0a4MK,
Takue kak oborauleHme 10C

PacctaBbTe NPUOPUTETHI B pabouen
HarpysKe aHanamMTuKa No BaXXHbIM
DACCNeN0oBaHWAM U OEVNCTBUAM MO
DearnMpoBaHUO, HAMNPaBNAs OTBEThI
aHATUTUKOB

3 & i

OpKeCcTpoBKa, aBTOMaTM3auUuna 1 OTBET

Homepage / Cases f
APT41 Dual Espionage and Cyber Crime Operation

Description
Suspicious activity from APT41, a prolific cyber threat group that carries out Chinese state-sponsored espionage.

Details  Tasks Notes Members News Feed Attachments  Stats  Timeline Artifacts ~ AWS IAM

0% Complete

Task Name Owner Due Date

Engage
= Pal ecurity

[irl Initial Triage @ Homepage | Cases J

o))
@

[irl Interview key individuals

APT41 Dual Espionage and Cyber Crime Operation

E, Notify internal management e
chain (preliminary) Description
i activity from APT41, a prolific cyber threat group that carries out Chines

EI Determine if inappropriate
internal involvement
Details  Tasks Notes ~ Members

Detect/Analyze

EI Collection of data from Xforce
for specific Malware

value: Al ~ © Type: All ° Date Created: All ~ ©

Has Attachment: All (-]

APT41 Dual Espicnage and Cyber Crime Operation

e state-sponsored espionage.

News Feed  Attachments  Stats  Timeline

Artifacts ~ AWSIAM  Ansible

Add Artifact

Targeted phishing attack - AWS admins



Dashboards ~ List Incidents New Incident My Tasks Simulations

ority High Destination Network:
Date Created 07/13/2016 Net-10-172-192.Net_192_168_0_0
Date Occurr... — Protocol: other(255)
Date Discov... 07/13/2016
QID: 28250184
Data Compr... Yes

Incident Type [ELELE

| idiware

Tasks Details Members Artifacts Notes Attachments News Feed Stats Timeline Breach

People News Feed Show Types All ~

Created By

Owner

Aembers
Members an hour ago

& Jody Cannady
& Ethan Goldstein

Related Incidents an hour ago

#3852 Proofpoint Sample Alert 34342
#3865 QRadar Event Name - CRE Rule

Dis...
OpraHnsoBaTb pearipoBaHue Ha - OpraHusoBaTb M aBTOMaTM3MPOBaTL * BHempeHve npouenyp
MHUMOEHTbI U3 eOMHOM KOHCOU pearvpoBaHmne Ha UHLUMAEHTbI pearvpoBaHunsa U 3KCNepTU3bl
0bbeanHAA Nt04EN, MPOLLECCHI U « Cbop MHAMKATOPOB KOMMNpOMEeTaLL UK
TEeXHOMOrmm C UCMONb30BaHNEM r1yBOKOro

paccnenoBaHus



http://www-03.ibm.com/software/products/en/resilient-incident-response-platform-enterprise

QRadar + IBM SOAR = SIEM + Incident Response

QRadar
NMpunoputesaumnsa nHcpopmaumm us Logs,

MNMpouecc pearnpoBanmna SOC Ha
nHuungeHT UBb gona oTrBeTa Ha

Flows, Vulns, User, Config Data u T.n. yrpos3bl, Ablpbl, YA3BMMOCTH

\

BoccraHoBneHue
1 3aKkpbiTne

NCTOYHUKUN OAHHbIX

Ycmpoticmea Ub

8
Al

Co3paHue CO60p KOHTeKcTa 1
¢ i) Ha3Ha4eHue
e MHUMAOEeHTa 3agav

MpuoputeTHble

Cemeeasi u supmyarbHasi cpeda — MpuceoeHue Tuna - C6op - MocTaHoBka 3agau
+ CBop, xpaHeHue 1 aHanus AaHHbIX (Hanp. ysi3BMMOCTb) [OMOSHUTENBHBIX BOCCTaHOBEHUS!
AxmusHocITI Sy B 0 orpe i o R MprcBoeHne BUsHeC [0Ka3aTeNnbCTB KomMaHge
Pa6oma npusnoxeHuii nonb3oBaTtenen u Ux NPogUIMpoBaH1e XapakTepucTukn B - np”MeHeHVle - lloaTBepxaeHne
3aBMCUMOCTM OT Tpe6oBaHum BOCCTaHOBIEHUS!
Koncpueypauudy D * Koppensuums cobbiTiit B peanbHom BpemeHin TUna (Hanp. Puck) perynsTopos - 3akpbiTve UHUMAeHTa
- OnpeneneHme aHoManWii - HaaHaueHue 3apavy - Ortvet/YBegomnerue
Ysa3sumocmu u yepo3b| aKTUBHOCTEWN OTBETCTBEHHbIM
lNonb3o8amenu u y4emku chpoeHHb’a ‘
Unmernnekm
nobarnbHble 6a3bl y2po3
Ba3a Bcex
nHumgeHtoB UB
[NlocTosaAHHaa aHanutuka b Tpw atana nHuuaeHta Vb

| OTyeT NO MHUMAEHTY I
M yBeaoMIeHue

yJ'Iy‘-ILLIeHVIe npouecca BbliABIIEHNA UHUNOEHTOB




Moagynb ynpaBneHua nHuugeHTamm

1resilient ¥ N m O crarDe EEHEN K
Summary Description
5715 events in 1 categories: Event: Anomaly Flow Rule
D 2134
Phase Engage
Severity High
Tasks Details Ereach Motes Members MNews Feed Attachments Stats Timeline Artifacts
Created 02/29/2016
Occurred 02/23/2016
_ o Tasks Edit
Discovered 02/23/2016
Data Compromised Unknown
Incident Types Add Task
People Filter By & Open @ Closed [ Inactive
Created B'-"" & BallDrgana Category/Subcategory Due Date Flag Owner
Owner & BallDrgana E Engage
Members There are no members. Initial Triage 11/30/2016 Bail Organa

Interview key individuals
Related Incidents Motify internal management chain (preliminary) O

No related incidents. Determine if illegal activity is involved

Natoarmingo if inomnmeeriata intomal imensheormont



CyuiectsyeT okono 30 npoueccos SOC, 4aCTb 13 KOTOPbLIX MOXET DOblTb aBTOMATM3MPOBAHA;
[TpMMepbl MPOLIECCOB, TREDYIOLLMX aBTOMAaTU3aLMK:

d lNpouecc noct-aHanmsa nHumaeHToB Vb;

d lNpouecc ynpaBneHnd M3MmeHeHUAMM;

d lNpouecc pearvpoBaHnsg Ha MHUMAOEHT V1b;




CueHapun nHumaeHTa: phishing - PEAJIbHOCTb

Npoospars hash s ViusTolal

Trend Micro
Bluecoat
Dozor
Sandbox
FireEye / \
Kaspersky 120 MUHYT
Cls_co IronPort OBLUEE BPEMSA
Cisco Talos oT Hauana
Virus Total Ao KoHua
JIRA

- _/




Moagynb aBTOMaTU3aUNI

1resilient

Customization Settings

Layouts Actions Phases & Tasks Incident Types Breach
Message Destinations Automatic Actions + Add Automatic Action
Manual Actions Automatic actions are executed
Display Name Object Type Destination

without any direct invocation by a
user. They are associated with a
particular object type in the system
and are automatically triggered by
some condition being met. When you
define an automatic action you are
really just describing the conditions
under which a message will be
placed on a message destination,
which will then be consumed by an
action script to execute the desired
processing.

Automatic Actions

SOURCE iP Artifact

Action Fields



Moaynb aBTOMaATU3aUNN

10 ABTOMaTM3lauunm

MpoBepuThb A Mposepka
Haln3 Y
CosgaThb URL-1 nomospu | [ P o | | | | Biouposka || yeepomn. | | Blackhole OBLLIEE BPEMA
TUKET v apyrvue TeNbHOro HanMune COOBLLEeHN coobLeHui COTPpyAHMKA DNS oT Hauana
IoC-u BPEIOHOCOB 0o KoHua

MOCJIE
PelueHue
ABTOMaTM3aLMN
yenoseka



PaspaboTka AMHaMnyecKkmnx nnembykos




1
B

4

L-d

Slart pour
workllow hera

ABTOMaTM3aLMsA PYTUHHbIX 3a4a4 4nd

00 0.0

BigFix Hunt i Ehecte
= BigFix P osseiookue ™ earioke T S '

o

Idenity

Exed imeclvec

0 0

Escalale VIP - 55853 Logal
Imnpact

T ransoewang

e wariari

lzolate afactad

-

yCKOpeHus npoLecca

"O |_|pI/IH9|TI/Ie pelJJeHVIVI Ha KJTKo4YeBbIX 3Tanax

2

0 relevan ez,

e k.

Determing . LV o Recoverdata
soope and b T teom backu
recaverabiil... P
Datermine scope and ats it 9 9
recoverability of data held for il
Daterming the Decids whathes
ransom -
valie ol o fol o pay
URMECOvera... Fans....

Jltoow, Npouecchl U TEXHOMOrUK




AHanMTKKa Mo BCEM UHUMOEHTAM B OpraHmsaumm

KntoyeBble METPUKN
nHungeHta SOC
BCerga nog pykowu

Analytics Dashboard

Incident Close Reason by Ticket Source

Close Reason
False Positive
Ticket Source

QRadar 6
Proofpoint 5
Palo Alto 2
FireEye 0
Total 13

Open Incidents by Duration

M Between 1 week and 1
month

M Between 1 and 6 months

I Less than a day

@ More than a year

8 Between 6 months and 1
year

-

W Between 1 day and 1 week

1resilient

Analytics Dashboard

Incidents Over Time by Type
40
30
E
2 20
o
10
0 6. Mar 8. Mar 10. Mar  12.Mar 14.Mar 16.Mar 18. Mar
Incident Close Reason by Ticket Source
Close Reason
False Positive
Ticket Source
No Value 2
Open Inciaents by severity
B Medium |
B Low
8 unknown
W High

20. Mar

Selected Layout

i —1
]
22.Mar 24.Mar 26.Mar 28.Mar 30. Mar 1. Apr
User Error Vulnerability
0 0

144
Layout2 3 Customize Print
Last 30 Days (1 Mar 2016 - 31 Mar 2016)

-8~ Command and Control
Malware
=+~ Power Outage
-#- Phishing
-+ Malware
=%~ Bomb Threat
-8~ Other
Lost PC / laptop / tablet
-#- Stolen PC / laptop / tablet
=+ Cryptolocker
Denial of Service
-8~ New Bomb Threat
== Gun Threat

Total



SOAR + Ansible Automation

IBM Resilient

1000+ HOBbIX MHTErpaLn



Risk Manager

NHopMaumnsa o noTeHymanbHbix puckax UMb, nytem
COMOCTaB/IEHUA aHAJIMTUYECKUX OAAHHbIX MO
BEKTOPaM PUCKOB N KPUTUYHOCTU aKTUBOB

= 18M Cloud Pak for Security Get started Cloud Pak For Security ~

Risk Manager

;S‘L‘J;;ic'\ous Data Access fTr:m\ Threat Ever

Logical or physical access to a network, system, application, data or other related resource bypassing existing controls, usually 10 871

with intentions to cause harm
Busyanuanpyiite nHamMkaTopbl KOHCONMAVPOBAHHOIO pUCKa C
MOMOLLbIO MHCTPYMEHTOB B6e3onacHoCcTU. M3yunTte nHamkaTopsl B o
BO3ENCTBUSA, Takne Kak KpUTUYHOCTb aKkTuBa ans busHeca munu ekttt : e g Busness Contert )
BEPOSATHOCTb BO3HUKHOBEHMWS COOLITUS Yrpo3bl. _ '

= Infrastructure
= F2] Identity
Monyynte ACHOCTb B OTHOLLUEHUWN 3HAYMMOCTU U CPOYHOCTM BaLUNX .
obnacten pucka. MexaHn3M OLEHKN PUCKa PELLEHMSI UCNONb3yeT e s Data Access
eanHoe onpefeneHne pucka no NCTOYHNKAM yA3BUMOCTEN U yrpo3
ANSA KOHTEKCTYanu3auun JaHHbIX O PUCKaX.
O 2. O 0 2

lMoHnmaHme hakTopoB, cNocobCTBYOLMX OBLLEMY PUCKY
Ge3onacHOCTW, paccTaHOBKA MPUOPUTETOB N MPUHATHE '
KOPPEKTMPYHOLLNX MEP ANSA CMATYEHNUST U CHDKEHUS
BbISIBNIEHHOIO p1CKa

Recent & months Time period



Rea/
~ fl}))
(S

,q
O//{L
49 =
[Monutuka 6esonacHoCTU _
Guardium
LA
%
- OT4yeTHOCTb VNHUMOEHT MeHemKep
[MpoaymaHHas apxuTekTypa * He nonaraetcs Ha noru B bJ], koTopble
YHuBepcarnbHoe pelieHne ans pasHblx MOryT ObITb CTEPTHI
CYbA « [eTanbHble NOANTUKN N ayanT

100% KOHTpPONA, BKIIO4ast JIoKasibHbIN * ABTOMaTM4eckasi oT4eTHOCTb (SOX,
poctyn DBA PCI, NIST, n t.a.)



ObbeonHeHHoOe ynpaBnieHue yrpodamm ¢ IBM Security

BranMocCTb PearnpoBaHne  PaccnegoBaHue  OTBeT

[NogkntoyueHue K OTcnexunsaHue 1 N30M9ums [lonck gaHHbIX, roe 6bl OHW He CueHapuu pearmpoBaHus 13
MCTOYHUKAM OAHHbIX B Yyrpos, CHuxeHwue false HaXoAUNMCL C deaepaTMBHbLIM KOPObKW, BCTPOEHHas

nobbIx MecTax, HaCTpomKa positives NOMCKOM, aBTOMaTU3aLMS OPKEeCTpauusa n apToMmaTmsauns
03W60opaoB a1a NOSTHON yrpo3 u paccnepoBanus c Case  c Ansible

BUOMMOCTU Management



PesynbTar

BranMocCTb PearnpoBaHne  PaccnegoBaHue  OTBeT

Ba/IMAMPOBAHHbIX yBeNMYeHme BePOATHOCTH YCKOPEHME N0 BPEMEHMU YCKOPEHMS pearnpoBaHus Ha
paccnenoBaHus UHUMHOEHT

NHTErpauum YTobbl CHU3UTb onpenennTb aTaky

PUCK 1 Bpemsl pearpoBaHus



LleHHOCTb ANd KIneHTa

1.

YckopeHue paccneoBaHus MHUWOEHTOB C
MOMOLLLbO MO HECKOJIbKUM
MCTOYHMKAM OaHHbIX, 6e3 nepemelleHns JaHHbIX

YnpouieHne paboTbl C NIOMOLLbH

MynbTHMobnauHou cpepe

Jlerko oTcnexxusanTe Xo[, paccnenoBaHus C
MOMOLLbIO

OTBevanTe bbiCcTpee 1 TULaTEeNbHEE C MOMOLLbIO
HaOEeXHbIX BO3MOXHOCTEWN

C MOMOLLbI
rmbpmnaHoOM MynbTMOBNAYHOM apXUTEKTYPbI -
NOKasnbHO, B YacTHOM obnake, B nybnn4yHom obnake

PacwmnpanTe CTOYHUKM JaHHbIX 1 BO3MOXHOCTU C
NMOMOLLLbHO ans
CO30aHNSA HOBbIX COeaUHUTENEN

1BM Cloud Pak for Security
Homepage

Data Source Settings

Data Sources

AWS Data Source

AWS Data Source

Connect a Data Source

IBM Cloud Pak for Security

IBM Threat Intelligence Insights

Top relevant threats

Prioritize threats for your organization
The X-Force Threat Score helps you to prioritize threats
based on severity and risk.

Update your organization profile and connect a data
source to surface relevant threats, refine threat scores,
and scan for threat indicators.

Early warning
Netflix Squatting Campaign - X-Force
Early Warning

Carbon Black Data Source

QRadar Data Source

arbon Black Data Source QRadar Data Source Splunk Data Source

Threat severity

) f;’f\: Y
) ‘ B Indicaf
(7 4 /ol My organization profile

B My environment

Linkedin Squatting Campaign - X-Force
Early Warning

APT41 Dual Espionage and
Cyber Crime Operation

X-Force Threat Score Four
548 2

Scanned: 11 minutes ago

Early warning

CreditOneBank Squatting Campaign -

X-Force Early Warning

Splunk Data Source

Netfli
Early

X-Force
24

An Al
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