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TexHonorum AonMxHbl yCUNUBaTb NOOEN

YcTapeBLlune aHTUBUPYCbI

I McAfee

lkaspersky
v Symantec.

CurHaTtypbl
Py4yHon Tpya
Mpobnembl ¢ macwTabom 1 cnenbiMn NATHAMU

Penko Bnoar NnpoABUNHYTbIE aTakun

() SentinelOne:

A 4

TexHoNormm nonararoTcA Ha noaeun

B® Microsoft \\

Carbon Black. crowDSTRIKE

OGnaYHbIN MOHUTOPUHT
ABTOMATU3NPOBAHHbIN PYYHOW TPy,

OTcbinka Bcen TenemeTpumn B obnako

PeakTnBHoe pearmposaHue. CrioxHoe
BOCCTaHOBIEHME OT aTak
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A 4

TexHONOrMM ycUnuBarT fnoaen

SentinelOne

ABTOHOMHbLIU U Ha ycTpoucTBe
TexHonormm macwTabupytoTt niogen

MalUMHHBIN KOHTEKCT + pearnpoBaHune

ABTOMaTU3aLNSA CHUXKAET BpeMA

BOCCTaHOBJ1EHUA
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Gartner 2021
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Vendors' Product Scores for the Type A Use Case

Product or Service Scores for Type
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Vendors’ Product Scores for the Type B Use Case

Product or Service Scores for Type B
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Sophos 03 CrowdStrike
Fortinet 3.93 Cybereason
Cisco 3.88 Microsoft

Bitdefender Trend Micro

o fem
. TrendMicro FireEye 3 80 Kaspersky
VMware Carbon Black

F-Secure

BlackBerry (Cylance) 375 Sophos

@ Mcafee
‘ Sophos

Panda Security 3.63 Cisco

Broadcom (Symantec)

VMware Carbon Black Bitdefender

. Cisco
]

Broadoom (Symantec)

Source: Gartner (May 2021) BlackBerry (Cylance)
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5.0 MDR

Panda Security
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Pesynbtatbl MITRE ATT&CK 2021

SentinelOne nokasan HOMb NPOMNYCKOB 1 60NbLLE BCEro aHaNMMTUYECKUX AETEKTOB
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More missed detections

Source: https://attackevals.mitre-engenuity.org/enterprise/participants/?rounds=carbanak_fin7
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Storyline™

ABTOMaTUN4eCKmne
NPUYNHHO-CIIEACTBEHHbIE
CBA3M CHWXKAKOT Harpy3Ky
N OLLNOKMK

() Sentinelone:

ActiveEDR.

O NBUKKOB B areHTe.
[MpoakTmBHbIN EDR 1
BOCCTaHOBJIEHME HA OCHOBE
NI

Ranger-

HBeHTapu3aumnsa n
KOHTPOINb CETEBOM
NOBEPXHOCTU aTakn be3
HoBbIX areHToB unu MO
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Singularity-
XDR

Jlyqwinm geTekr 3a cuyet

NHTerpauum
NGAV+EDR c gpyrumu
npoaykramu Vb

KoHconb

Bce doyHKuumn, BCe
nokaummn B pamMmkax
OJHOWN KOHCOMM




Singularity.

Storyline-

ABTOMaTUYECKUE CHOXKETHbIE JINHUMU

3anaTeHToBaHHbIE MPUYNHHO-CAEACTBEHHbIE
CBS3M B peasibHOM BpeMeHun anis scex OC

bbicTpoe 6/10KMpoOBaHME aTakn Ha OCHOBE
BcTpoeHHoro NI

BoisBnenne n otkat BCEX
HEeaBTOPU30BaHHbIX AENCTBUN B LLEMOYKE
aTaKu 3a OIMH KJINK

HNonrocpoyHoe xpaHeHuns EDR-paHHbIX ang
JII06bIX 3anpocos, xaHTuHra no TTP MITRE,
paccnenoBaHMI, pearMpoBaHuUs U T.0.
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