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Application Security Engineer, Beeline
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I'm now getting about 120,000 downloads a month, and I'm proud to
announce, my nasty code is executing daily on thousands of sites, including
a handful of Alexa-top-1000 sites, sending me torrents of usernames,

passwords and credit card details.
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Supply Chain - ATaku Ha LUeno4ku nocTaBoOK

310YMbILUNEHHUK

3n10BpeaHbI
KOMMMUT

[lpOoAYKTOBaA KOMaHAa



ATaKu Ha Ueno4vykKu noctaBoOK

 Alex Birsan - Dependency Confusion - 2021
* Nikolal Philipp Tschacher - Typosquatting - 2016
» Ken Thompson - backdoored compiler - 1984

* /I MHOIMe gpyrue...
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C 2010 no 2021 Google BbinnaTa okono 28S M/H B nporpammax BugBounty

3a Tonbko 2020 roa Microsoft sbinnatun 14S maH

68% Beb-pecypcoB AOMYCKAOT YTEYKY AaHHbIX, 47% - NepCOHaNbHbIX AAHHbIX

39% Beb-pecypcoB AONYCKAOT HEAaBTOPM30OBAHHbIU AocTyn, 16% pecypcos
MMeEIOT YA3BMMOCTU, NO3BONAIOLLME aTaKYIOLWEMY KOHTPO/IMPOBATb cepBep

82% ya3sumocTen moryTt bbiTb 06Hapy»KeHbl B nporpammHOM Kopae
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HO

B Ka3axcTaHe npaKTUYeCcKn HEBO3MOXKHO HAaUTU NtoAEN C Npodeccunen
DevSecOps/Application Security Engineer

BonblWMHCTBO NPOAYKTOBbLIX KOMMNAaHUM MPUBBLIK/IO XUTb B PEXUME
“nonb3oBaTtesib 3TOro He YBUAUT, MOTOMY YTO OH He TeXHapb”

Be3onacHou pa3paboTke He y4aT HKM B 0oAHOM BY3e un Kakux-nnbo tTpeboBaHuM

PaszpaboTtunku n cneumanuctol Ub He ocobo “apyrKat"

XaKepoB CTaAaHOBUTCA BCe bonblLue...



A 4yTO C 9TUM pgenatb?)
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Secure software development lifecycle

YcTpaHeHue BO BpemA gmn3anHa B 30-60 pas gelleBrie, 4Yem
B npoaakuwHe (nccneposaHnAa NIST, IBM, Gartner)

MakcummanbHbin shift left be3zonacHOCTY



Trustworthy Computing, Bill Gates 2002

Bbluncnenma, Ha KOTOPbIE MOXXHO MOJSTIOXKUTLCA B TON XeE
CTEeNeHWN, Kak N Ha ANIEKTPUYECTBO 1 BOAY




Cbop u
CRENIZE! Pa3paboTKka TectmpoBaHue ‘ BHegpeHwue
TpeboBaHMI
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SSDLC

{ PeBbio
! AM3anHa

MopaenunpoBaHue
Yrpos

Cbop u
RENIZE!
TpeboBaHMI

| Cratnyeckuit
ELENIZE!

| Aygut
{ 3aBucumocTe

| ObyyeHue
| 6e3onacHo
| paspaboTke

- Pa3spaboTKa

AnHaMmnyeckuii
ELENE

| PeBbto KOAQ

TectupoBaHue Ha
NPOHUKHOBEHWUe

| TecTMpoBaHue

BHeapeHune

(h






MoaenupoBaHue yrpos

WIITIHG TOBE IHI}lIIIlEII IN
A THREAT MODELING SESSION

imgfiip.com




Ctatnyeckuuv aHanums

+ Security Quality Gate
+ AHanum3 BO BpeMA HanuncaHuA

- PaboTa ¢ npaBuiamn P ‘

; ' --

’ % 1

o PO |
Ay NS

- Doncno3nTumsbl

| Bcerpa 1O peBbto Koaa



AyauT 3aBUCUMOCTEMN

. "ELle oaHy cepuio!” NETELIX
[ IMHHWHI Bepcnn
Bepudunkauma xawem n curHat o
Pve . yP "ELlle ogHy cTpaHuyky!” | _

Jlokpannbl
YaoaneHne Hencnosib3yembliX 3aBUCUMOCTEN  “Elie kycodek!"

be3onacHble XpaHunnuuia aptTedakToB
"ELlle oaHy 6mnonnorteky!" JS



OO6y4yeHue

SECURITY TRAINING!




OO6y4yeHue 6e3onacHoOU pa3paboTke

https://application.security/free/owasp-top-10

https://github.com/OWASP/SecureCodingDojo

http://securitygym.ru/

https://www.root-me.or
https://avatao.com/

https://www.hackthebox.eu
eWDP

https://tryhackme.com

*BHMMaHMe: He BOCNPUHUMANTE 3TO KaK peKanamy, NoXKanymcra


https://application.security/free/owasp-top-10
https://github.com/OWASP/SecureCodingDojo
http://securitygym.ru/
https://avatao.com/
https://www.root-me.org/
https://www.hackthebox.eu/
https://tryhackme.com/

OO6y4yeHue

ba3soBafa 6e3onacHoCcTb!!!

\ | Daniel Feldman
@d feldman

If you've ever Installed a program
using "curl XYZ | sh" don't worry

about what's In the vaccine
6:32 PM - 21 Mar 21 - Twitter Web App




PeBblO KOAa

- Security Champions
- HeB0O3MOXXHO 6€3 3HaHNA YA3BUMOCTEN
~ YHeKknuncTol

~ OTO CNOXXHO, XOTb N UHTEPECHO




KakoB utor?



KakoB ntor?




Cnacub6o 3a
BHUMaHue!



