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KoHuenuua Zero Trust

B UnppoBom paboyem
NPOCTPAHCTBE

Ovma lapd
Beaywmii nHxeHep no peweHnam EUC
Mapua boyaposa

NHKeHep no peweHnam VMware KasaxctaH u UeHTpanbHas
A3una
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[MoHaTue “Paboyee mecTto” npetepneno KapauHasibHble NU3MEHEHUS
N meHAeTcA KaXgoe noKoneHune
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MbpunaHbin dopmat paboTbl HUKYAA HE UCYE3HET

MMbpupgHasn PasHoo6pa3ue [doctyn K undppogbl
mopgenb paborbi 80% B Kaaposoro pesepsa UHCTPYMEHTA
o o
74 /0 MbpuaHaa paboTa nossonset 90 /0

KOMMaHUAM NONYy4YUTb

pa3sHOO06pa3HbIN KaapoBbii
peseps.2
KomnaHuit ncnonb3yot uam PaboTogaTenn Oo/XKHbI
NAAHUPYIOT BHEAPUTb npeaocTas/ATb JOCTYN K
rmbpuaHyo mogens pabotbl.! uMPpPOBbIM MHCTPYMEHTAM
ONA BO3MOXHOCTU YA3/IEHHOM
o—i pabotbl.3

\
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Bbi3oBbl b npu pacnpeaeneHnun paboyeu cunbl
OTcyTCTBl/Ie OonbiTa U BbICOKNE PUCKH

Mory nu a gosepATtb

AaHHOMY N
YyCTPOMNCTBY?
Kak A mory obecneyntb HagexHyto paboty
no/sib3oBaTeNiel B yAaNEHHbIX NOKAUMAX?
3 Kak a mory a¢pdpeKkTMBHO 1 6e3onacHo
noAaAepKuBaTb yAaneHHbIn goctyn?
q

KaK BOCCTaHOBUTb ‘

/ 6e3onacHbln goctyn?

KaK 3alWuTnTs mou g
NIMYHbIE YCTPOICTBA?

Kak noagepmBatb ‘

AaHHble?

Kak a mory obecneuntb
6ecnpenATCTBEHHbIM AOCTYN ANA
NOBbILEHNA NPOU3BOAUTENBHOCTA?

N

vmware




Peannsauma KoHuenumn 6e3onacHoro AocTyna

5 5

3awmuianTe AocTyn Ko MNoaTBepKaamTe NUYHOCTb KoHTponupymnte goctyn c ObecneybTe HanmeHee
BCEM MPUNOKEHUAM C C NMOMOLLbIO MOMOLLLbIO YMHbIA MNONUK NPUBUNETMPOBAHHDIN
nomolpto Single-Sign- MynbTndaKkTopHOM M NPOBEPOK Ha PUCKM AOCTYN C HAaAEeXHbIM
On AyteHTndnKaumn(MFA) ynpaBaeHUem
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Lnpposaa pabouaa obnactb

Buptyanunsauuma

BupTyanbHble NPUNOKEHUA
BupTyanbHblie paboumne cTonbl

TS | SBC | RDSH | VDI

MobunbHOCTb

UpeHTndumkaymsa

EMM | MDM |
MAM | MIM
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AyTeHTUPUKayma
SSO

be3onacHoOCTb

3allMTa KOHEYHbIX TOYEeK
MobwunbHana 3alimTa oT yrpos




KoHuenuuna Zero Trust oT TOYKM A0 TOYKWU:
MpeanbHo Ans pacnpenenéHHoro pabo4vero npocTpaHCTBa

VMware Anywhere Workspace 3awuiiaet noTokM gaHHbIX OT noab3osatenda/ ycTpoicTea Ao
NPUIOXKEHNA

Any Device

Home Office

® B/ )

N
Contractor  Guest o~

Jllobon nonb3oBaTenb,
JTtoboe ycTpouncTBO,
Jlloboe mecTtononoxeHme

Zero Trust [losepune n nposepKa ntoboro HenpepbiBHaA nposepKa 3alWMNWEHHDbIM A0CTYN K
MpuHUKMNbI 6e3onacHOCTU yCTpOMNCTBa YPOBHA A0CTyna NOObIM MPUNOKEHNAM U
nonb3oBaTensa AaHHbIM
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VMware Horizon 8

Bbe3onacHOCTb

Q [nybokas akcnepTtmsa ¢ Horizon
Instant Clone

o]
OCHOBHble KpUTEpUM T .
6esonacHoctn ¢ Horizon NIAP VMware Horizon

Windows Hello ana 6usHeca

[MpenoTBpalleHNEe KENOITEpPoB
[NpepoTBpalleHme 3annucn sKpaHa
YnydweHmna BogAHbIX 3HAKOB
3anucb ceccum

Monb3osaTenbckum OnbIT

Blast ynyywaer
BM3ya/ibHOE BOCNpuUATHE

JlocTyn K nepcoHasibHOMY
XPaHWUANLLY

PaclwunpeHHble ynyyweHua
ana
Microsoft Teams

Be3onacHOCTb U NONb30BaTE/IbCKUIA OMbIT HE A0NXKHbI ObITb KOMAPOMUCCOM — ONTUMUIUPYNTE U TO, U Apyroe
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Unified Endpoint Management (UEM) yctpaHseT pa3po3HeHHocTb UT u UB

Workspace ONE UEM O6beanHAeT MHCTPYMEHTbI M NPOLLECChI YNpaBAeHUA
Ana nosblweHna spdekTnsHoctn UT

l

l'l m MO ::=anx

Jioboe ycTpoucTBo

Desktops, Mobile,

ﬁted .-
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Corporate-
Owned,
Purpose-Built

Ona nobblx TMNOB NoNb30BaTeNnen




Workspace ONE 3awmrta mobunibHbIX yCTPONCTB

PacwupeHHana 6e3onacHocTtb gna iOS, Android, u Chrome OS @

VMware
Workspace ONE*®
Mobile Threat Defense™

. X Risk Details
Device Details

yrp03 amM I p NMNO0OXeHU V] Luna's iPhone i0S 12.1.2 Luna's iPhone 105 12.1.2 KPFW

KPFW
@ Enrolled

W High Risk

Machine-in-the-Middle Attack

The network you're connected to is not
behaving properly and could indicate that
your connection is compromised, allowing

@ Be3onacHOCTb MO6UAbHbIX YCTPOUCTB aapecoBaHa:
[ J
[ ]

Your device is enrolled. You have

YA3BMMOCTU CAalATOB U KOHTEHTA, PaCKpbITble B pe3y/ibTaTe
dULWNHra

Your device is safe.
No threats detected.

someone to see or modify your
communications.

Issue Type Network

Network Details
Charles Proxy CA (12 Jul 2019,
abcdef-a01.vmware.com)

* Yrpo3am Hy/NeBOro AHs U yA3BMMOCTSIM YCTPOMCTB

Device Identifiers >

Sync device @
* ATaKu TMNa «MallMHa nocepeanHe» Lastseen  3/19/2019 at 7:39:25 AM

Last time your device checked in with the device
management service.

Detected 12/01/21, 12:17 PM

ACTIONS

Disconnect from this network

You should immediately disconnect from this
network and avoid accessing any sensitive
data until your connection is secure again.
You may want to reset any password you
typed in while connecting to this network.
Contact your IT admin for assistance.

DEVICE STATUS

Enrollment Enrolled >

o8
ao
Favorites Apps

| KomnneKcHas 6e3onacHoOCTb Ha ABTOMATU3UPOBAHHOE U MHTErPUPOBAHHOE ynpaBieHue u
o) 6aseLookout. 6e3onacHocTb ¢ nomoubio naatpopmbl Workspace ONE
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HenpepbIBHbIM AOCTYM
OLI,EHKa KOHTEKCTa ANA onpeaeneHna AoCctyna

[loBepue, T
Identity | Context | Login . ?g
OCHOBaHHOE€ HaAa Risk | User Risk etc. £ _Bemy - MPAenforcement
APP Q .ﬁ'ﬁ@uﬁ@ﬁﬁg e Restricted access
Clombas [LETmpeey
KOHTEeKCTe Waol ey
ON0E e
09}@@ £
Managed | Jailbroken |
.ﬂlo BepMe Compliant etc.
APP - Blocked

YCTPOMCTBAM

 App specific access
e Restricted access
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[InHammyeckan oueHKa pUCKa

ALLOW ACCESS
STEP UP AUTHENTICATION
NOTIFY USER AND NUDGE BEHAVIOR

APP DENY ACCESS
]

_@_ IS AUTHENTICATION SUCCESSFUL?
=0 N ESTABLISHED OR NEW SESSION?
f— l “Ask for Multi-Factor - CLTETE LT EPEPEPEPEPEPE » Q
— Authentication” AN

IS THE LOGIN COMING FROM A FAMILIAR LOCATION?

POLICY ENGINE IS THE LOGIN INITIATED FROM A KNOWN DEVICE?

IS THIS USER ASSOCIATED WITH OTHER RISKY DEVICES?
IS THIS USER EXHIBITING A SUSPICIOUS LOGIN PATTERN?

“Login from an @ i e
unfamiliar location” '_@

REAL-TIME ANALYTICS IS THE DEVICE’S OS UP-TO-DATE? (UNPATCHED CVES, OLD OS VERSION)

ARE DEVICE’S SECURITY CAPABILITIES ENABLED?

YCNOBHbIN AOCTYN HA OCHOBE PUCKOB

. - : IS THERE ANY ANOMALOUS ALERT ACTIVITY?
] { ? L User deviates from ssssasass . ARE THERE UNKNOWN, RARE OR QUESTIONABLE APPS?
et normal behavior ARE DEVICE’S SECURITY CAPABILITIES ENABLED?
patterns”
MACHINE
LEARNING

O
ah
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[Maponu ato npobaema!

Fo

(oo
CAUWKOM MHOrO U [Mpobnemsbl c J1erko yKpacTb,
nerko 3abbiBatoTcAa MCNO/Ib30BaHUEM cobparTb,

BOCMNPOM3BECTU
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“Ha yKpaaeHHble yYyeTHble AaHHble
npmuxoauntcsa nodytn 50% cTopoHHMX
B3/10MOB, QULLMHIOBbIX aTaK,
6a30BblX aTaK Ha BeEO-NPUNOKEHUS
(BWAA) n cncremubix
BTOPXEHUN.”

Source: Verizon Data Breach
Investigation Report

mwa reo ©2022 VMware, Inc.
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CoBpemMeHHasa ayTeHTUudUKauma: HagékHo n 6esonacHo

Bad: Password Good: Password Better: Password Best: Passwordless
and... and...
123456 e 6 6
Authenticator Authenticator
qwerty SMS (Push Notifications) (Phone Sign-in)
password @
. - IILLL Window
Iloveyou Hello
Software
Password1 Voice Tokens OTP @
FIDO2 security key
mun k
Hardware Tokens OTP '
Certificates
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BecnaponbHaa ayteHTUdUKauma B VWorkspace One Access

[MDM] Managed Devices ‘ [MAM] Registered Devices Unmanaged Device.
1. Login Recovery Codes @ @ 1. Built-in Certificate @ 1. BiometricEIDO? O0®®
2. Security Questions 000 2. External Certificate @© @ 2. Bluetooth/Access @ @@
000 3. UEM Tolfen Auth @ Point Login
4. Hub Verify Push ()
5. Hub Verify TOTP @
6. Access TOTP C I )
7. Email - Magic Link @@®@
8. FIDO 2 000
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Anywhere Workspace
O630p nnatdpopmbl Zero Trust

Carbon Risk
Black Scores
Trust
Network

Mobile
Threat
Defense

Workspace ONE
Intelligence

:

0 — Workspace ONE
Access

|

Workspace ONE
UEM

Hub
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Accept =—p

MFA  =—p

@ Remediation =»

Reject

Public Cloud

v

AT I

SaasS Cloud
Hosted

Horizon

Data Center

F—— VPN Gateway

LI I\

o {NSx E =
VMware S ene ‘ = =
Tunnel

UAG Horizon
I e
Hi e
Horizon Edge 111111 e Cal’bOh BIaCk GB
Service

UAG

UEM - Unified Endpoint Management
UAG - Universal Access Gateway




Cnacmbo 3a BHMMaHue!



