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NMOYEMY MbI?

IT-pbIHOK Ka3axcTaHa NoKasbiBaeT yBePEHHbIW POCT Ha NPOTAXKEHUU NOCAEAHMUX /IET, Ha HEM NPeACTaBAEeHbl KPYMnHble BEHA0PbI,
OKa3blBatolLMe NOALEPKKY U Npeanaratolme A0NONHUTENbHbIE YCAYTH.

Mo 3ToM NpUYMHE ANs YCNELWHOro BeaeHus IT-NpOeKTOB Ba*KHO HE MMETb HE TO/IbKO Ha/la’KeHHble KaHa/bl NPOoAaK, HO U HaLEKHYH0
KOMaHZAY OMbITHbIX TEXHO/IOTMYECKMX IKCNEPTOB U MHMKEHEPOB, A0CTYN K 06HOBAeHUAM 10, BO3MOXKHOCTb paboTbl C BEHAOPCKMMMU
WMHCTPYMEHTaMM 1 6azamu 3HaHUIA — BCE 3TO OTIMYAET MHTerpaTopa ot 6oKc-myBepa.

Y KomaHpapb! Figura IT — ecTb Bce Heobxoaumbie pecypcbi!

g% 70% 3KCNepTOB U VIHXeHepOoB KOMMaHMM 0byyeHbl Mo CTaHAapTaM 1 cepTudurkaymam
BeHgopoB - Cisco, HPE, Aruba, Dell n ap.

Mpoueccbl CUCTEMHOW MHTerpaumnm
BbICTPaMBatOTCA C UCMONb30BaHNEM NYYLLNX
NpPaKkTVK Taknx seHAopos, kak HP n Cisco
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CoBpeMEeHHbIe
pelweHuns ot Cisco
CerofHs 370:

©onee BbIrogHbIE MO
LileHe - 3TO YXKe He Tak
Aoporo, Kak 06 3aTom
Mbl 3HaNM paHee.
MOryT BbITb 4OCTYMHbI
yXXe CO cknaga B
KasaxcTaHe.

npwu pasmeLleHnn nog
3aKa3 MOryT npuexatb K
3akasyuky 3a 30-50
JHEN.

MOXXHO MOCTPOUTb
HaOEeXHoe ”
6esonacHoe pelueHne
Ha Cisco gocTtaTtoyHo
BrooXeTHoe 1 BbICTPO.
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PedepeHcHas apxutektypa 6e3onacHocTu

TALOS THREAT INTELLIGENCE Actionable threat intelligence Collective responses Comprehensive visil

Signal identification Threat research & analysis

Custom threat Implement Incident response Managed detection & Strategy
XDR SECURITY SERVICES research on demand @ and manage retainer @ response & assessment.
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[Mpobnembl pacnpeaeneHHbiXx GUaAnanos
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Bonblue ycTpoiicTs Bonble ycTpoiicts Bonble ycTpoiicts
ANA NOKYNKK, 6onblue ANA NOAKNIOYEHMSA MO Ana obHoBAEHMA U
KanuTasbHbIX 3aTpaT BCEMY MUPY obcnyKmnBaHmA
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be3onacHbIM mexceTeBoun 3kpaH cepmm 1200 Compact

CambI1 NPON3BOAUTENBHbBIA M KOMNAKTHLIN MEXCETEBOM 3KPaH ANA pacnpeaeneHHbix Guamanos npeanpuaTui.

Ho 2X

3-KpaTHOI'O LleHa/npoun3BogmTenbHOCTb
lNpesocxoacTsa NO CPaBHEHMUIO C

Ha/, KOHKYpPEeHTamu APYrMMUN peLlleHnaMU

3¢pPEKTUBHOCTb pPa3BEePTbIBAHMS, e 10 [ SR S

ocHose Al/ML

YCTPpaHeHWE AOMNO/IHUTENbHbIX
annapaTtHbIX CPeacTs
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be3onacHbIM mexceTeBomn 3KpaH cepmmn 1200

Cambi NPON3BOAUTENBHBIN KOMMNAKTHbIN MEXCeTEBOW 3KpaH ¢ nogaepkon SD-WAN ana pacnpeaesieHHbIxX

dunmnanos npeanpuUATUA.

NpeBocxogHan

npon3BoanTesIbHOCTb MNMPKU
KOMMAKTHbIX pa3mepax

3PPEKTUBHOCTb pa3BepPTbIBAHMS,
yCTpPaHeHWe JONONHUTENbHbIX
annapaTHbIX CPeacTB

Ob6HapyKeHue 1 ynpas/ieHue Ha

ocHose Al/ML

MoBbICbTe NPOMU3BOAUTENIBHOCTD
COTPYZAHMKOB 33 CYET YBE/IMYEHMA
CKOPOCTU MOAKNOYEHUS K TOZIOBHOMY
oducy nnm 06a1a4YHbIM NPUNOKEHUAM
noyTtn B 3 pasa.

BkatounTe ycTpoiictea loT Hanpamyto ¢
nomoubto UPOE+ nnm ysennyste
NPOU3BOAMUTENIBHOCTb KOMMAKTHOrO
MEXCeTeBOoro aKpaHa C NOMOLLbIO
noptoB SFP+.

PassepTbiBanTe SD-WAN B HECKONBKNX
dunmnanax bbicTpee ¢ NMOMOLLbIO
BCTPOEHHbIX Wab10HOB NOAKAOYEHMA
M aBTOMATMYECKOWN HACTPOMKM.

YcTpaHuTe HeoH6X04MMOCTb B
npuobpeTeHMM, Pa3BePTbIBAHUMU U
yrnpaBaeHUUN HECKOJIbBKMMU CETEBLIMM
yCTpoMcTBaMM B puamnane.

O6Hapy»KeHne 3andpoBaHHbIX
BPEAO0HOCHbIX MPOrpamm,
pacnpoCTpPaHEHHbIX Yrpo3 u
YA3BMMOCTEN HY/IEBOTO AHA C MOMOLLLbIO
Al/ML.

Al Assistant ona oNnTMMW3MPOBAHHbIX
onepauni bpaHamayspa 1 ynpaBaeHua
YKM3HEHHbIM LIUKAOM NOJUTUK ANA
JIOKaNIbHOM UM 061a4vHoM cpeapl.

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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KomnakTHble moaenu Secure Firewall cepun 1200

1220 CX

2x1G orl10G SFP+
9 Gbps

1210 CP

4x UPoE+
6 Gbps

1210 CE
6 Gbps
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KomMnaKTHble meXKceTeBble KPaHbI Cisco

CpaBHeHMe NPOn3BOANUTENIbHOCTU

1010
Firewall 0.9 Gbps
IPSec 0.4 Gbps
Ethernet 8 x 1000BASE-T
PoE

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

1010E

0.9 Gbps

0.4 Gbps

8 x 1000BASE-T

2 x PoE+

1210 CE

6 Gbps

5 Gbps

8 x 1000BASE-T

[o

10 pas
NPoOn3BOAMUTE/IbHOCTb
6paHamayspa (1010
npotme 1220)

1210 CP

6 Gbps

5 Gbps

8 x 1000BASE-T

4 x UPoE+

1220 CX

9 Ghps

10 Gbps

8 x 1000BASE-T

2 x 10G SFP+

figifra
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Hosoe B FTD 7.6
Lla6noHbl SD-WAN ans

pa3BepTbiBaHUA

YnpouleHue BHegpeHunA




Co3aaHune wabnoHa SD-WAN

Nerko sBkAtovamTe SD-WAN Ha Bcex CyL,EeCTBYOLLNX MeKceTeBbIX 3KpaHax Cisco ¢ aBTOMaTUYECKOW HAaCTPOMKOMN.

bl Firewall Management Center
cisco Site To Site

A Create VPN Topology

Home

Topology Name *

.-
== SDWAN

Overview
VPN Type

il / )
Analysis (®) SD-WAN Topology Route-Based VPN

=]
Policies
Select VPN Topology

= 3.0
= Select VPN Topology w

Devices

[ ]
AI
Objects

-

Integration

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Q. search

Policy-Based VPN

Select VPN Topology
0.
)

e

"y
[43]

i

| C' Refresh |

‘ Cancel l
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YnpasneHue wabaonHamm SD-WAN

ahah,  Firewall Management Center
€ISCO  Devices / VPN

Devices
Template

n Device Management VPN Troubleshoot Interfaces Inline Sets Routing DHCP VI@I Template Settings Associated Devices
Overview

Template Management+ | Site To Site File Download

Site-to-Site VPN Connections )

hl NAT Remote Access Threat Defense CLI

Analysis VPN Topology VPN Connections

QoS Dynamic Access Policy Packet Tracer

.
Platform Settings Packet Capture SDWAN-VPN-64512 VPN Interface Qutside1-1sp1

_ N Type: SD-WAN Topology Local Tunnel IKE ID SlLocallKE-S...
FlexConfig Snort 3 Profiling Role: Spoke

Policies

Devices Certificates Troubleshooting Logs

SDWAN2-VPN-64512-Isp2 VPN Interface Qutside2-1sp2

[ ] . !
Type: SD-WAN Topology Local Tunnel IKE ID SLocallKE-S...

Objects Upgrade Role: Spoke

# Threat Defense Upgrade

Integration .
Chassis Upgrade
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Hosoe B FTD /.6

ObHapyxeHue yrpo3 0-gHA U
3aWMPPOBAHHDIX Yrpo3 C

ncnonb3osaHnem Al/ML-

TexXHO/10Tum
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Cisco Talos pacliMpsieT BO3MOXHOCTU MEXCETEBbIX 3KPAHOB C MOMOLLLbIO

NHTEeNNEeKTYyaNbHbIX TexHonoruin Al/ML

@ ~800B cobbITni 6e30nacHOCTM B AEHb

o ~9 M/IH 3a6/10KMPOBAHHbIX NUCEM B
M yac

~2 000 HOBbIX 9K3eMN/IAPOB B
MUHYTY

~2 000 3a6/10KMPOBAHHbIX AOMEHOB
— B CEKYHAY

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Al Cisco ansa 6e3onacHocT obyyaeTcss Ha OA4HOM U3
KpynHenwnx B Mmpe Habopos AaHHbIX O

be3onacHoCTH
60+ 200+
MapTHepCTBO C YA3BMMOCTH,
rocyAapCTBEHHbIMU U 06HapYKeHHbIe 3a rog,

npaBoOOXpPaHUTENbHbIMUA
opraHamu
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[MonyymTe KOHTPO/Ib HaA 3aWMdpPOBAHHbIMM YrPO3aMu

MexaHW3M KOHTPOASA 3awmndpoBaHHbIX Yrpo3 v2.0, He Tpebyowwnii paclundposkm, ucnonbsyet Al/ML ans 610KMPOBKK
3alWMPPOBAHHbIX Yrpo3, obecrneymBas NosHy 6e30MacHOCTb, MPOCTOTY, KOHPUAEHUMANBHOCTL U NPON3BOAUTENBHOCTD.

Encrypted Visibility Engine

YnpouieHne NnpoBepKu 3alimMppoBaHHOro TpadmKa

About Encrypted

CoxpaHeHne KoOHOUAEHLMANbHOCTM U COOTBETCTBUSA
TpeboBaHUAM.

YckopeHue paboTbl 6paHaMmayapa

BNOMMOCTb 1 KOHTPOb NPUIOXKEHN B Encrypted Visibility Engine (EVE)
3a LL' Md)pO Ba H H le I'I OTOKaX Assign Client Applications to EVE-detected Processes

MNogpepxka npotokonos TLS 1.3 u QUIC Enable Enhanced Analytics

Add

Block Traffic Based on EVE Score

Custo our threshold for blocking traffic based on the EVE scores

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SnortML: 3awmTa OoT aTak HyN1eBOro AHA

Firewall Management Center

Overview Analysis Policies Devices Objects Integration  Deploy o} ! it @

admin v 45 SECURE

Bookmark This Page | Create Report | Dashbeard | View Bookmarks | Search | Predefined Searches v

Events By Priority and Classification

11 2024-05-01 00:00:00 - 2024-05-31 15:11:31
[SGED ]

*» Search Constraints (Edit Search)

Drilldown of Event, Priority, and Classification

v Event Information
Message
Time
Classification
Priority
Ingress Security Zone
Egress Security Zone
Device
Ingress Interface
Egress Interface
Source IP
Source Port / ICMP Type
Destination IP
Destination Port / ICMP Code
HTTP Hostname

HTTP URI

Table View of Events Packets

(snort_ml) potential threat found in HTTP parameters via Neural Network Based Exploit Detection (411:1:1)
2024-05-06 13:28:55
Unknown Traffic

low

BPInline

BPInline

10.7.117.156
10.20.0.1

10.30.0.1
10.20.34.251

5793 [ tcp
10.30.10.157

80 (http) / tcp
10.30.10.157

fjoomla/index.php?option=com_saxumastro&view=savedreading&publicid=1"+AND+EXTRACTVALUE(66,CONCAT(0x5¢c,CONCAT_WS(0x203a20,USER(),DATAB
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MexaHM3M MaLMHHOTO 06yYeHUs,
0bHapyXMBaOLWMN U3BECTHbIE
TUMbl YA3BUMOCTEMN

MpoaKkTnBHoe 610KNpOBaHME
akcnnontoB 0-AHA

BbiaBneHmne Bapuaunii atak
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[leTekTop NpUNoKEeHUU reHepaTusHoro Al

Firewall Management Center o @
Policies / Application Detectors. Q search Deploy 2 e ‘ nazmul v

Import/ Custom Product Mappings | User Third-Party Mappings
Filters:
Category: generative ai Sreate Custom Betector K 2025 eoay
Overview 26HemeU8Hblﬁ un
generative ai noueedem K
ul government services Name Detection Type Details Port(s) yseﬂuquu[g pecypcos
Analysis healthcare services AUtoGPT
KubepbesornacHocmu,
human resources B AutoGPT
g . Heobxo0umblx 0711 e20
- instant messaging
legal Bing Al Bing Al 3awumsl, Ymo
o= marketing and sales npueedem K
Devices B TS ChatGPT J— yeesnu4eHUrO pCICXOOOG
. mobile appication Ha besonacHocme
Objects multimedia (music/audio) ChatGPT /'IpunOH(eHuU u 0GHHbIX
multimedia (other) ChatGPT 60/766 yem Ha 15 %».
5’ multimedia (tv/video)
Iy network protocols/services Chatsonic Chatsonic -Gartner

network utilities

CodeGeex
news CodeGeex

pacs

MNoaaepkneaeT obHapyKeHMe U KOHTpPoAb 70+ npunoxeHnn GenAl.

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20
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Hosoe B FTD 7.6
Al accucteHT Ha FMC ansa

ynpouweHus paboTbl




YnpaBneHne 6paHamay3pom — 3TO CAOXKHO!

YcTpaHeHue HencnpaBHOCTEMN
3aHMMaeT MHOro BpemeHu

HopmaTtnsHo-npasoBoe °
peryavpoBaHue un : TpyaHocTn ¢
cobntogeHmne TpebosaHuin -~ _® 0bHOBNEHMEM
\\\ ’/”
S -
\\ _-
Yctapesiune Npobnemsl
npasuaa u D (L Y He i ® coBmectumocty

pa3pacrtaHune npasun

c” , . ~e
/ ‘ CrioXHoe ynpaBreHue
Mpo6nembl c ) ynp
AOKYMeHTauueun Y \\. NOSINTUKON
O6yyeHne 1 NoBbleHNe OrpaHWYeHHOCTb

KBa/MdMKaumnm pecypcos

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Al Assistant for Security Tenepb Ha FMC

MNomoub

lononHeHwnsA

ABTOMaTM3aUMUA

MoAnTnka M oTYETHOCTb

MoucK 1 NpeaocTaBaeHne MHopMaLUn O
NONNTUKAX ANA YCKOPEHMA 3aMpoCoB, ayamTa u
CO34aHMA OTYETOB.

NMOWCK N yCcTpaHeHMe HEUCNPABHOCTEN

O6beamHUTE BCe PYKOBOACTBA NO/b30BaTeNA
AR YCKOPEHHOTO pelleHnsa npobaemsl

YnpassieHne XKU3HEeHHbIM LUKIOM MOJIUTUKMU

Mouck 1 ycTpaHeHue ownboK B NpaBuIax
6paHaMayapa g5 NoBbleHUA 6e30MacHOCTH
M NPOU3BOANTENIbHOCTU

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Al Assistant Beta

]

What do you want to ask today?

Choose from a suggestion below or use the text field to ask
a question.

Initial Setup Guide: Creating a Basic
Common Practices Security Policy for
and Steps FTD: Step-by-Step
What are some common How do | create a basic
practices and initial setup security policy for FTD?
tasks that you can walk

me through?

JocTtynHo ana Bcex pewennin FMC,
HauYMHaA c Bepcun 7.6
nporpammHoro obecneyeHus FTD.

23



Security Cloud Control (paHee CDO)

Top Insights & Alerts

ApxutekTypa Al-Native gna:

Ynpouw,eHHble onepayum
YnyJyweHHas 6e30nacHoOCTb
YnydweHHaa ACHOCTb

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Dashboard

=]

o]

~7 Elephant flow spike observed

Data sources: | FTD

Risky Users accessing privileged
apps
Data sources: FTD = Secure Access

Traffic has risen steadily over three weeks with some large

flows consuming excessive bandwidth, necessitating
intervention to avoid performance issues.

Last 24h

Top Actions

Policy Optimizer

Data sources: = FTD

18263 Rules with anomalies

30524

Total Rules

Risk & Vulnerabilities

Data sources:  FTD

Details >

Last 90 days

5723 Shadowed

18263 Rules with anomalies
515 Disabled rules

79 Expired rules

11667 Healthy rules

Details >

CVM Integration Last 90 days

14 High and Medium

vulnerabilities not covered

89 10

Total High Risk €3

4 75

Medium Risk g

Mitigate >

Last 24h

Low Risk @

Implement ZTNA to limit access enly from required user groups
and protect yours applications from risky users.

Details >

Top Information

Workload Protection Status

Data sources: = Hypershield

400

Total Assets

20k

1 Vulnerability A

Top Risky Destinations Allowed

Data sources: ' FTD

Vulnerable @

.
15 Recommendations P74

figifra

1% Decrypted traffic towards
internet

Data sources: ' FTD

All Insights

Failure to decrypt a significant portion of traffic poses a severe
security risk, patentially concealing malicious activities, leaving

your network vulnerable to cyber threats,

2 Days Ago

320k

Protected @

60k

Details >

Report

Last 90 days

Improvements Recommended @

12 Recent protections %)

Details >

Iast 90 days

High Risk

App Name Business Relevance - Category
AceProject Very High email
AD DSROL Very High CMR
Contently Very High business
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