3AUMTA BE3 WNO3uNA

Yevgeniy Goncharov, 2024 .
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KTO ckasan, 4Tto Tak Hago?

e “OTn" NpoAyKTh WMCNONMb30BaTb
“9T™Tn” npopykTh mMcnonbloBaTb “‘Tam” M “Tam”

“9Tn” npopykTb mMcnonbl3oBaTb “Tak-To" M “Tak-To"

‘ e “OTn” npoaykTb ucnonb3yem “100 net” (mMcTopu3M)
“9™n" npoaykTbh 6e30nacH.l

n

‘ e OTKyHa B3A/I0Cb 3TO MNPUHATUE Ha Bepy, KTO ero npusun?
e (CooTBeTCTBME CTaHOgapTam ckaxeTe Bbl. BoT - Kputepumn

BblbOopa npoaykTa!



He xapakoauTtb naponu

Critical hardcoded SolarWinds credential

fail now exploited in the wild

Another blow for IT software house and its customers

A Jessica Lyons Wed 16 Oct 2024 20:00 UTC

A critical, hardcoded login credential in Solarwinds' Web Help Desk line has
been exploited in the wild by criminals, according to the US Cybersecurity
and Infrastructure Security Agency, which has added the security blunder to
its Known Exploited Vulnerabilities (KEV) Catalog.

https://www.thereqgister.com/2024/10/16/solarwinds_critical_hardcoded_credential_bug/ 3


https://www.theregister.com/2024/10/16/solarwinds_critical_hardcoded_credential_bug/

XpaHI/lTb [JaHHbIE B KOHDUOEHUNAJIIbHOCTU

Cisco investigates breach after data put up
for sale on BreachForums

Fortinet confirms data breach after hacker claims to steal 440GB of
files

When you purchase through links on our site, we may eart
works.

By Lawrence Abrams

T
CISCO

F  RTINET

https://www.techradar.com/pro/security/cisco-investigates-breach-after-data-put-u

-for-sale-on-breachforums
https://www.bleepingcomputer.com/news/security/fortinet-confirms-data-breach-after-hacker-claims-to-steal-440gb-of-files/



https://www.techradar.com/pro/security/cisco-investigates-breach-after-data-put-up-for-sale-on-breachforums
https://www.bleepingcomputer.com/news/security/fortinet-confirms-data-breach-after-hacker-claims-to-steal-440gb-of-files/

XpaHUTb JaHHble Ha 3aLLULLLEHHBIX HOCUTENAX

@ Outpost

Blog Research & Threat €

Contents

Background

Products v Services v Resources v Support Partners Company v m

icluding code execution and privilege escalation)

Five new vulnerabilities found

in Zyxel NAS devices (including
code execution and privilege
escalation)

Research & Threat Intel 04 Jun 2024

https://outpost24.com/blog/zyxel-nas-critical-vulnerabilities/



3awuian nonb3oBaTtensa ceoero - Obxoa 3awmnThl

When an Outlook wuser receives an e-mail from an address they don’'t typically
communicate with, Outlook shows an alert which reads “You don’t often get email from

Xxyz@example.com. Learn why this is important”. This is what Microsoft calls the First

Contact Safety Tip, and it is one of the various anti-phishing measures available in

Exchange Online Protection (EOP) and Microsoft Defender to organizations using Office

365: ntact
Safety Tip from the user. Although applying some more common CSS rules such as
display: none, height: @px, and opacity: @ to the table itself doesn’'t seem to work
(either due to the inline CSS in the elements, or due to lack of support by the
rendering engine Outlook uses), it is possible to change the background and font colors

to white so that the alert is effectively invisible when rendered to the end user

Exploring Anti-Phishing
e Measures in Microsoft 365

<head>
<style>
a {

display: none;

viewing the email:

65-anti-phishing-measures/




Korga camu npoayKThbl ABMNAKOTCA YrpO30U

C M 25 support.microsoft.com/en-us/office/locally-saved-word-files-with-capitalized... ¥t Vatl - |

B Microsoft | Support Microsoft365 Office  Products

Locall saved Word files with

capitalized file extensions or # in the

title may be deleted after save

Faill [he=

You're invited to try Microsoft 365 for free

Last Updated: October 8, 2024

-saved-word-files-with-capitalized-file-extensions-or-in-the-title-may-be-dele

https://support.microsoft.com/en-us/office/locall
ted-after-save-5e28f8c2-32d0-487b-b237-9c7c74d25f84 4



https://support.microsoft.com/en-us/office/locally-saved-word-files-with-capitalized-file-extensions-or-in-the-title-may-be-deleted-after-save-5e28f8c2-32d0-487b-b237-9c7c74d25f84
https://support.microsoft.com/en-us/office/locally-saved-word-files-with-capitalized-file-extensions-or-in-the-title-may-be-deleted-after-save-5e28f8c2-32d0-487b-b237-9c7c74d25f84

nn ctaHOBATCA OpyXnem

TRUSTEDSEC Solutions Services Research Resources About Us Q

[ ContactUs (& Reportabreach

Blog /
Specula - Turning Outlook Into a C2 With One Registry Change

®)]
@ July 29, 2024

Specula - Turning
Outlook Intoa C2
With One
Registry Change

https://trustedsec.com/blog/specula-turning-outlook-into-a-c2-with-one-registry-change
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https://trustedsec.com/blog/specula-turning-outlook-into-a-c2-with-one-registry-change

Paccbinka manesapu He gpemner

GitHub Notification Emails Hijacked to Send Malware

2024-09-18
#github #security

@ @ ofthub.com we

Join over 180 of the industry’s most influential thought leaders at GitHub Universe. Explore the full schedule and get tickets now.

1. The attacker, using a throw-away GitHub account, creates an issue on any one of your public repos
2. The attacker quickly deletes the issue

3. You receive a notification email as the owner of the repo

4. You click the link in the email, thinking it's legitimate

5. You follow the instructions and infect your system with malware

Everything highlighted in red is, in one way or another, something the attacker can cont
say:

kevincZ66W

[ecnepsnaifjettyobf]]IMPORTANT! Security Vulnerability Detected in your Repository KIssue #1)
To: ec aifjettyobf, Cc: Subscribed,
Reply-To: ettyobf

Hey there!

We have detected a security vulnerability in your repository. Please contact us at hitps:/github-scanner.com to get more information on how to fix this
issue.

Best regards,
Github Security Team

https://ianspence.com/blog/2024-09/github-email-hijack/ o
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https://xakep.ru/2024/10/25/fortijump/



Mo>xHO cneauTb Nnpn NoOMoLLKn Nnblfiecoca

. Cloud. Y 9 okt B 14:09

B3nom po6oTa-nbinecoca u cnexka 3a X03suHOM B NPSAMOM
achupe

) Npocroit @ 13mun @ 7.1
Bnor komnaHum Cloud4Y, UHdopmauuoHHas 6e3onacHocTs?, XpaHeHue NaHHbIX®

MHeHue MNepesop

AsTtop opurunHana: Julian Fell

0
f @ 1 KpynHbiiA Npou3BoauTeNnb AoMallHeit poboTOTEXHUKU HE CMOT YCTPaHUTb Npobnembi /
6e3onacHoOCTU CBOMX pOBOTOB-NbINECOCOB, XOTA MONYYUn NpeaynpexmneHue o puckax elé

B npowuiom roay. [laxe He 3axogs B 3gaHue, HaM yaanoch Noiy4yMTb CHUMKK Bnagensua
YCTPOUCTBa (pa3yMeeTcs], C ero cornacus). A fanblle BCE CTano eLe XyXe...

https://habr.com/ru/companies/cloud4y/articles/849294/ .,



He Tonbko crieQTb, Ad BbIYJIEHATb MNJ1aHbl N AelaTb CbOTO

https://www.kaspersky.com/blog/robot-vacuum-privacy/46682/ ,,



N cnatb ckpuHbl ¢ TBoero TV

Samsung and LG TVs take screenshots
and send them to manufacturers

@) j
f @ 1 September 27, 2024 16:22 fd

Popular smart TV models from Samsung and LG take screenshots several

times a second and send them to manufacturers, even when the TV is used
as an external display for a laptop or game console. This is stated in the
NewsScientist article.

https://tech.news.am/eng/news/4348/samsung-and-Ig-tvs-take-screenshots-and-send-them-to-manufacturers.html



A COMT C cropnpuU3oM - peknamnpyeTcsa B MOUCKOBUKAX

Large scale Google Ads campaign targets
utility software

After what seemed like a long hiatus, we've observed threat actors returning to malvertising to
drop malware disguised as software downloads. The campaign we identified is high-impact,
going after utility software such as Slack, Notion, Calendly, Odoo, Basecamp, and others. For this
blog, we decided to focus on the Mac version of communication tool Slack.

€
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Acme Inc = # social-media v

= Unreads g Acme Team o
&= Eve n
@) Threads

Slack for Mac

With the Slack app, your team is
never more than a click away.

DOWNLOAD

3
£

o 12 flo @
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https://www.malwarebytes.com/blog/news/2024/10/large-scale-google-ads-campaign-targets-utility-softwarea , ,



[Tpy 3TOM MOXXHO NONpoboBaTh Ofge

Malware AV/VM evasion~ part 14:
C M 25 elastic.co/security-labs/dismantling-smart-app-control encryptldecrypt payload via A5I1. Bypass
Kaspersky AV. Simple C++ example.

® 21 minute read

@elastic security labs ~ About  Topics ¥ Vulnerability updates  Reports  Tools

6 AUGUST 2024 ' JOE DESIMONE

Dismantling Smart App Control

New Initial Access and Evasion Techniques

Hello, cybersecurity enthusiasts and white hackers!

" i o i ) et -t i

Looking for home solutions? Support

© TREND: ‘ Business Solutions  Platform  Research  Services  Partners  Compar::i::

O 1M mi d Securi h B
minread o Securyreseare CVE-2024-21412: Water Hydra Targets
Traders With Microsoft Defender SmartScreen

Key Takeaways: Zero-Day

Windows Smart App Control and SmartScreen have several design weaknesses that allow attackers to gain e R
initial access with no security warnings or popups.
A bug in the handling of LNK files can also bypass these security controls
Defenders should understand the limitations of these OS features and implement detections in their security
stack to compensate

Authors

Peter Girnus

L Casir

https://cocomelonc.qgithub.io/malware/2023/03/24/malware-av-evasion-14.html,
https://www.elastic.co/security-labs/dismantling-smart-app-control,
https://www.trendmicro.com/en_us/research/24/b/cve202421412-water-hydra-targets-traders-with-windows-defender-s.html , 5



https://cocomelonc.github.io/malware/2023/03/24/malware-av-evasion-14.html
https://www.elastic.co/security-labs/dismantling-smart-app-control

Nnun BHEOPUTb CTapble YA3BUMOCTWN B NMNOJIHOCTbHKO
nporarty4yeHHblIE CUCTEMBbI

OCT 26, 2024

An Update on Windows Downdate

Learn how the SafeBreach Labs researcher responsible for Windows Downdate discovered how the downgrade tool can still be
used to bring a patched Driver Signature Enforcement (DSE) bypass back to life on fully patched machines.

https://www.safebreach.com/blog/update-on-windows-downdate-downgrade-attacks/ ;4



[la v cTapble cucTtemMbl HY>KHO OOHOBINATL

Forbes

> INNOVATION > CYBERSECURITY

Microsoft Update Warning—

400 Million Windows PCs

Now \t RlSl\

Zak Doffman Contr
Zak Doffman writes about security, surveillance and m
prwvacy
: ;

https://www.forbes.com/sites/zakdoffman/2024/10/30/warning-for-14-billion-microsoft-windows-10-windows-11-users-get-fre
e-upgrade/ .-,



HemMHoro o TpeHgax

TpeHAbl He NoKpbiBaWT BCero naHpwapTa: =

~r

e https://www.cyberark.com/resources/ebooks/identity-security-threat-1a

ndscape-2024-report (17:00 - @sysadm_in_up)

e https://www.auratechnology.com/blog/7-most-common-cyberattack-vectons
-in-2024/ ‘
e https://arcticwolf.com/resources/blog/top-five-cyberattack-vectorsy/

MoMHMM - cou. MHXeHepusa, BEC, ¢enk - BakaHCuMM, NapTHepbl, TecT-3adaHuA
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https://www.cyberark.com/resources/ebooks/identity-security-threat-landscape-2024-report
https://www.cyberark.com/resources/ebooks/identity-security-threat-landscape-2024-report
https://www.auratechnology.com/blog/7-most-common-cyberattack-vectors-in-2024/
https://www.auratechnology.com/blog/7-most-common-cyberattack-vectors-in-2024/
https://arcticwolf.com/resources/blog/top-five-cyberattack-vectors/

Kak Xxnésttbh?

U3bickuBaTb Mpob6sieMbl U Npobenill B CBOEN 3awuTe
[lpoBOANTL awareness B CBOEM OKPYXeHUU
NW3yuyaTb pecepunm - 6bITb B Kypce CO6bITUN

He cToATb Ha MecTe - pa3BuMBaATbCH

lennTbCcA OMbITOM

W3yuyaTb M nNpoboBaTb HOBOE

19



The End

e Yevgeniy Goncharov
e https://lab.sys-adm.in/
e https://www.linkedin.com/in/vevgeniy-goncharov/
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