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● SE at Cloudflare
● > 10 years in PS, Customer Success, Pre-Sales for Zero 

Trust and WAN migrations
● ex Cisco
● CCIE and Juniper JNCIE-SP
● Surfing, Snowboarding
● https://www.linkedin.com/in/asazhin/
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Poll
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Raise your hand if you had 
Zero Trust experience



1-Minute Zero Trust History Recap

1994 20112010

Cloudflare One 
introduced

2020 2025

Zero Trust becomes a mainstream 
enterprise strategy, shifting the focus from 
network location to the user and device 
identity

Google’s implemented 
"BeyondCorp" ZT for GCloud marks 
beginning of modern Zero Trust 
thinking

The rise of cloud, mobile, and SaaS blurs 
the traditional network perimeter

Birth of the first 
commercial firewalls 
establishes the "castle 
and moat" security 
model



Fail 1 
“We'll Figure It Out 
Later” Ok, what 

do we do 
now?

We’ll figure 
it out as we 

go.



Many Projects fail before Start
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Legacy:
● Evolutionary 

development of 
infrastructure -> 
tech debt

Future:
● Which Applications 

to protect?
● How users will 

authenticate?
● How can I connect 

my on-prem 
resources?

Applications 
+ Policies

Engineers, 
HR, Finance



Good Practice
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Use framework to properly scope project:

Don’t forget about right sequence:

Identity 
Provider

Policies
Clients

Connectivity
Network

Connectivity
Automation Analytics

Pilot Implementation Operation



And What about Tech Debt?
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Garbage In - Garbage Out:

● remove unused groups
● remove obsolete users



Fail 2 
Put all your identity 
eggs in one basket



What is Identity Provider
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Potential Problems with IdP
● Change ZT Team Domain ->Change Redirect URL in IdP
● Expired Token
● Rate-limiting
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Good Practice
Plan for IdP fallback:

● Use multiple IdPs
● fallback mechanism - email OTP
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Fail 7 
Unmonitored Genie



Challenges of AI



Demo
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http://drive.google.com/file/d/1dFPADhaKPeH1-9GnqNBJ0HabAbHCocm0/view


Conclusion

S
ection



Conclusion

● Zero Trust is not a project: it is a journey of continuous improvement

● Strong foundation is critical. Don’t skip the planning and discovery 
phase

● Zero Trust is as much about people and processes as it is about 
technology.
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