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CrowdStrike 2025 -
Global Threat Report

| sec —the fastest recorded eCrime breakout time ..
ncrease in China-nexus activity |
79% of detections were malware-free el




YTO TAKOE «UU-YTPO3bl»

® Prompt Injection — 3apaxkeHue MoJesu
4yepes BBO/J

® Data Poisoning — ucKaXXeHHe 00y4alolnX
JIAHHBIX

® Model Exfiltration — kpaka/konupoBaHHe
MO/IeJI 1 BECOB

® Hallucination Attacks — MaHunyssALUsA
KOHTEKCTOM U BbIBOJIaMU
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I
Secure Cloud Al Apps

across models, libraries,
and APlIs

Secure Al Agents

discover agents and
secure identities &
privileges across SaaS apps

B

Secure Al Agent
and App Interactions

from development to
workforce usage

pangea

ne
Discover Shadow Al

and identify asset exposure
across on-prem and cloud
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Stop GenAl Data Leaks

across browsers,
endpoints, and
cloud environments
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