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*CornacHo KPMG Cybersecurity Considerations, 2025.
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Kuoeppucku - T0M16ecnokoncTso npu BHeapeHun WA ang 85%

chat bots 4 R\
deep fakes
prompt hoping k J

prompt injection

He CKJTOHHbI 4O0BepPATb
CKJTOHHbI A0BEepPATb

UN-cuctemam

conversational fatigue
Al explainability

ethics
00eCnoKOeHbI
pa3sutnem U
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CYUTAIOT, YTO UCKNOUYUTENTBHO ’ S
KnbepkynbTypa onpeaensietr 6e3onacHoCTb
ncnonb3oBaHnsa A
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Zero Trustuoobnaxa




«e/10B64eCKUI GaKTOP» MOXET ObiTh HE CAMbIM C/1a0bIM, 8 CAMbIM
CHNbHbIM 3BEHOM B CUCTEMe KNDep3alluThb

We're
OnpeneneHHbIN: here PasButbIi:
MEHeMKMEHT onpeaenun KnbepbesonacHoCTb —
Kputepumn 6esonacHoro npuopuTeT Ans Ton-
noBegeHns COTPYAHNKOB; MEHEeKMEHTa, COTPYLHUKN
NOMMMO TPEHMHIOB, €CTb aKTMBHO BOBEKAKOTCS B
I- 1 AOMNOMHUTESbHbIE YNPaXXHEeHUS pas3BuTHe KnbepbKynbsTypbl
| |
- u m u
-t
Ad-hoc: I..2 YnpaBnsembin: AnHaMNYHBbIN:
NMHopMaLnoHHas dopmanbHbIN NOAXOA K BCE COTPYAHWKM HE TONbKO
6esonacHoCTb — Knbepkynestype ¢ aKTUBHO BOBIEKAKOTCH B
KpUTEpUIA ONsi CUCTEM; BblAENeHnem kKnbepnoBecTKy, HO 1 caMmu
ANs COTPYAHUKOB OTBETCTBEHHbIX U NpPoakTUBHO NpeanaratoT
ObIBaAOT TPEHWUHI U NO3NLMOHMPOBAHMIO TOHA NHULMAaTUBBI,
«CBEPXY» HanpaBneHHble Ha
NoBbILLEHNE
KnbepycTon4mBOCTM
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MeHblLLE N0/10BUHbI KOMNAHUN NbITAIOTCA OLEHUTb YDOBEHD

KHOEPKYbTYbI

78% CISO 6ecnokodaTcst, YTO COTPYAHUKM ncnonb3yoT U kak «4epHbIn awmk». 78% coTpyaHukoB ByayT 6onblie gosepsats W, ecnu 6yayT
BHeApPEeHbl MeXaHW3Mbl KOHTPONSA ero paboTbl.

YecTHOCTb MpuBaTHOCTbL
M WckntoveHne cmeLLeHHbIX OLIEHOK 13-3a ObecneyeHre COOTBETCTBUSA FIOKarlbHOMY 1
L CYOBLEKTUBHOCTW OTAENbHbLIX MOAEN Unn MEeXOyHapoaHOMY 3aKOHOAATENbCTBY B
nx rpynn obnacT nepcoHarnbHbIX aHHbIX
Mpo3payHocTb
ObecneyeHre BO3MOXHOCTU yKasaHus YcTon4mBocCTb
HEOOXOAMMbIX PACKPLITUA AN MOHUMaHUS OnTtymunsaums pewwenni NN ¢ uenbio yMeHbLIeHns
|—.—| CTENKXOnAepamu NpUHLMNOB paboThbl HeraTVBHOrO BO34ENCTBUA Ha OKPYXKaIoLLy0 cpeay

anroputmos VA

O6BbsACHUMOCTb

B03MOXHOCTb MOHATB, Kak 1 noyemy
peleHunsa W creHepupoBanu Te nnm
WHblE pekoMeHaaLnn

LlenocTHOCTb AaHHbIX
ObecneyeHre Ka4ecTBa AaHHbIX, YNPaBnsgeMocTu
OaHHbIX, JOBEPUS K AAHHbIM

®

OTBETCTBEHHOCTb

BcTpoeHHble MexaHM3Mbl MOHUTOPUHIA Ha
BCEM Uukne pabotbl A onsa ynpasneHus
prckamun 1 obecrneveHns perynaTtopHoro
COOTBETCTBMSA

HapéxHocTb
Ob6ecneyeHne 3a4aHHOrO YPOBHSI TOYHOCTU U
KOHCMCTEHTHOCTK B pabote NN

yonente A

3alwmTa gaHHbIX

MexaHnawmbl 3aLuThl OT
HeaBTOPM30BaHHOIO AOCTyna,
3/10YMbILLUIIEHHUKOB, MOATOXHbIX
[aHHbIX, MOBPEXOEHUS OAHHBIX U CUCTEM

JInyHaa 6e3onacHoOCTb

MexaHnambl 3awmTel B pewieHnsax AW ot
NnoTeHLManbLHOro Bpeaa Ans nogen u akTMBoB
OusHeca

> 0 ©
e ©

Modeling
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GAMS Cybersecurity Gulture Model

External influences

Top management
knowledge

Interdepartment @ —@&-> —© [ behavior

collaboration

General cyber
threat awareness

Societal cybersecurity culture ]
N Iy
s a Cybersecurity values, attitudes and beliefs
External rules and regulations
. vy
é R h Top management  Top management
Peer institutions priority participation
. Py
\, S :
Community Teamwork
Organizational mechanisms norms and beliefs | perception
— Employee’s Cybersecurity
Culture Communications self-efficacy policy awareness
leadership channel
Performance Rewards and I
evaluation punishments Jy
Cybersecurity Organizational (o] < J
training learning

This framework is used with permission of MIT CAMS and Dr. Ken Pearlson.
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In-role cybersecurity ]

Extra-role cybersecurity
behavior

<297

CISO He MoOryT BbIpOBHATbLCSA MO
npuoputetam ¢ CEO
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WA g pa3BUTUA KWOEPKYNbTYbI

Co3paHue nepCcoHanMM3npoBaHHbLIX TPEHUHIOB U
MUKPOCEMUHAPOB Ha TeMbl Knaccudpukaumm aaHHbIX,
oOHapyxeHusa gundenkos, ouIMHIra u T. 4.

ABTOMaTM3aLNA TeCTOBbIX CbVILLIVIHFOBbIX KaMmnaHuu

NMoCTOAAHHBLIN aHaNU3 NnoBeAeHYeCKUX AaHHbIX NMNOJfib30BaTesNien

NMepeBoa pUCKOBaHHbLIX AeNCTBUN Ha areHTckun U

KBaHTuduMKaumna «yenoBeyecKkoro pakropa» Ha ypoBHe
OoTAeSNIbHbIX COTPYAHUKOB, rpynn, oTAenos

YaTtboThl ANA KOHCYyNbTauMu NO Bonpocam Kubepobe3onacHoOCTH

lenmundnkaumsa npoueccoB pearmpoBaHUAa Ha KUOEPUHLUNAOEHTDI
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address the circumstances of any particular
ation, there can be no guarantee that such
accurate in the future. No one should act on
ination of the particular situation.
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