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MEXAYHAPOAHOE COTPYAHWYECTBO

MEMOPAHYMbI C CERT/CSIRT

cAMP ¢
"N "" P O AR v R e JPCERT/CC (AnoHumsa) e APCERT (Manai3ua)

e CNCERT/CC (Kutain) e CERT.BG (bonrapus)
. C e TR-CERT (Typuusa) e INCD (Vzpannb)
@ TF-CSIRT OIC-CERT e CERT.UA (YkpavHa) o CERT.LV (Jlatus)
Computer Emergency Response Team e aeCERT (OA>3) e UZCERT (Y36ekucTaH)
e CERT.GOV.MD (MonaoBa) e |ID-CERT (VIHaoHE3MA)

e CERT.GOV.AZ (AzepbaiaxaH) e CERT.GOV.GE ([ py3uA)

AAPCERT“ e CERT. AZ (AsepbaiinxaH) e Tiirkmenaragatnasyk (TypkmeHucTaH)
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—> ﬂ BbINOJ/IHEHWE KOMaHAbI C noMoLblo “/bin/sh”
———>({) 185154154135 @

| (_)@ 3dlyCcK nporpamMmsbl B Jo4epHeEM rnpouecce

@ nony4yeHve nHpopmaumu o pamne
== :iii P @ CO37aHVe apxMBa C MOMOLLbIO "tar -czvf

m kﬁ@ 3aBepLUeHne ceTeBOro coegmMHeHs

]
STA-?777? NOYTOBbIN

CEPBEP \—)@ yaaneHve ¢ainna c nomowbio "rm -rf"

KITMEHTA
\—)@ yAaneHne cnefoB akTUBHOCTY
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Z Q@ 185.154.154.135

HET YIOMUHAHUW :(

185.154.154.135 (185.154.152.0/22)

AS 35661 (Virtua Systems SAS)

DETECTION DETAILS RELATIONS COMMUNITY

Z Q  95F296287A1DBB7DF10A8C994FOEB21B4AF2C6F04DC04FDF1540400FB8SFBFD3

HET YIOMUHAHUW :(

COMMENTS ' 0

I Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

95F29628TAIDBBTDF10ABC994FOEB21B4AF2C6FO4DC0O4FDF1540400FBBIFBFD3 X B vy & Q

Pexwmm MK Bce  Toeapbi KapTuHiK Bugeo HoesocTK KopoTtkwe Bugeo Ewe -~ NHCTpyMeHTbl =

HET YTIOMUHAHUW :(

Mo 3anpocy 95F296287A1DBBTDF10ABC994F0EEB21B4AF2CE6F04DCO4FDF 1540400FBBIFBFD S
HHYETO HE HARAEHO.

PeEKOMEHAALMM:

« Y0eguTech, 4TO BCE CNOBA HanUcaHbl 6e3 oLwmMBoK.
« MonpoByiiTe UCNONb30BATE APYTHE KNIOYEBLIE CNOBA.

9. | = [MonpoByATe WCNONL30BaTE Gonee NONYNAPHLIE KIMHHEBLIE CNOBa. AO lerCH
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———>({) 185154154135
!l i {@ BKJ1loueHUue wndpoBaHus ceTteBoro Tpadpuka [7]
ﬂ otnpaBka POST-3anpoca Ha yKkasaHHbI URI
% BI1O @ (/news/data_form.php)

. \—)@ NM3MEHEHWNE KaHalla yrnpaB/ieHuns

MOYTOBbIN
CEPBEP
KIVEHTA
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With the support of active C2 probing serviceswe successfully identified three Upon receiving the ICMP packet, MystRodX establishes a communication
C2 servers that are still active in the wild. These servers responded to the online connection with 192. 168. 96. 1:443 and sends an HTTP-formatted check-in
packets and sentla command 7|to the bots,[requesting them to enable traffic message. This behavior aligns perfectly with our expectations, confirming the
~—{encryption.|They have been active since 2024, demonstrating the continued AceUraeYy o Gur analysle.
presence of the MYStROdX threat. Source Destination Protocol
1 192.168.96.1 192.168.96.129 ICMP
00000000 10 00 00 00 01 00 00 00 ©O1 00 00 00 01 00 00 00  ........ ceveosas 2 192.168.96.129 192.168.96.1 TCP
00000000 10 04 00 00 @1 00 00 0 07 00 00 00 00 00 00 00  ........ .u...... 3 192.168.96.1 192.168.96.129 TCP
00000010 2d cc @a 85 62 fo 42 44 1f 2a 85 16 5c fc 39 a3 -...b.BD .*..\.9. 4 192.168.96.129 197.168.96.1 Tcp
00000020 da 69 @0 a6 35 1a 48 ab 2e 8f db 86 12 18 76 24  .i..5.H. ......v$
5 192.168.96.129 192.168.96.1 HTTP
MystRodX configurations include RSA public keys for{decrypting command 7. 00000000 50 4f 53 54 20 2f 6e 65 77 73 2f 64 61 74 61 5f |POST /ne ws/data_
k : “ d . k f df'f . . h k k 00000010 66 6f 72 6d 2e 70 68 70 20 48 54 54 50 2f 31 2e form.php HTTP/1.
Attackers typically use distinct keys for different campaigns, with two known keys 00000020 31 0d @a 43 6f 6e 74 65 6e 74 2d 54 79 70 65 3a |1..Conte nt-Type:

\ )@ BK/IlOYeHUe WndpoBaHUs ceTeBoro Tpadpuka [7] @ oTnpaeka POST-3anpoca Ha ykasaHHbI URIL

Yy (/news/data_form.php)
@ N3MeHeHue KaHana ynpas/eHuns
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Home About EN

APT 27 aBrycta 2025 roaa
MyStROdX: The Covert Dual- >£> HOBbIV BpegoHoc - MystRodX
Mode Backdoor Threat

ﬁ“ o= Alex.Turing, WangZhiCheng, Acey9
- Q" 202558H27H + 13 min read

HenssecTHada APT-rpynnunpoBka

Background

b noHa 2025 roga On June 6, 2025, XLab's Cyber Threat Insight and Analysis System(CTIA)
ﬁ cepBep pacnpoCcTpaHeHUsA: € J picked up activity from IP 139.84.156.79 distributing a suspicious ELF file—
139.84.156.79 dst86.bin—with a low VirusTotal hit rate of only 4/65. While conventional

scanners labeled it as Mirai, our Al module remained silent. That mismatch
caught our attention.

MystRodX is a typical backdoor implemented in C++, supporting features like

file management, port forwarding, reverse shell, and socket management. 06bI4HBIN 63KA0P

?

Compared to typical backdoors, MystRodX stands out in terms of stealth and _f—)ﬁ ¢ KpachBbIM Ha3BaRNEM:

flexibility.

wuoe QAX | AO “TTC” @
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Dowmloader — ,C) HET COBIAZEHNI :(

http://139. 84. 156[. 179/dst-x86. bin

C2 & Campaign

airtel. vpndns. net:443  neybquno
149. 28. 130. 195:443 zoufkefr

149. 28. 137. 254:8010 neybquno w D HET COB”AAEHMﬁ :[

149. 28. 137. 254:8443  zoufkcfr

244, 6. 68:443 unknown
22.153. 228:443 unknown

Sample MD5

Dropper
5e3a2a0461c7888d0361dd75617051c6 *dst

72d377fa8ccf23998dd7¢22c¢9647fc2a *chargen <
5bf67ce1h2459: 37£286¢ *daytine m ﬁ HET COBIMAZEHUN :(

fa3b4d5fd1£6c995395244f36¢c18ffec *dst

a46f2c771fb580e2135ab898731beY9a7 *chargen
e8fcb7f3f0edfc7d1a99918dc14527d1 *daytime b "rTC"
) - . o . i Ao 0,1 ‘N( )
1f003437e3d10e07f5eebf51c61cH48f *networkd 11“1 0 i i
- 11 RIS




With the support of active C2 probing services, we successfully identified three

C2 servers that are still active in the wild. These servers responded to the online

packets and sent a command 7 to the bots, requesting them to enable traffic
encryption. They have been active since 2024, demonstrating the continued
presence of the MystRodX threat.

0000VOYPO 10 00 00 00 01 00 V0 PO Ol PO G0 00 Ol OO 00 OO  ........ cosvases
000000 10 04 00 00 01 0O 0O 00 O7 0O G0 0 00 Q0 00 PO  ........ +s¢eeessns
00000010 2d cc ©a 85 62 fO 42 44 1f 2a 85 16 5c fc 39 a3 SRR o, [0 [ 2
000020 da 69 00 a6 35 l1la 48 ab 2e 8f db 86 12 18 76 24 P [FPRL | | v$

MystRodX configurations include RSA public keys for decrypting command 7.

Attackers typically use distinct keys for different campaigns, with two known keys

C2 & Campaign

airtel. vpndns. net:443 neybquno
149. 28. 130. 195:443

149. 28

37.
7.

0
&
)

.13
149. 28. 13

254:8010
54:8443

443

zoufkefr
neybquno

zoufkefr

unknown

unknown

3 185.154.154.135

QAX | A0 TTC”




\
\

AO “TTC”

OKkTsa6bpbcKas
AKTUBHOCTbD

2025




00000 74 63 62 69 70 6b 72 6e ©0 00 00 ©0 bb 01 00 00 ||tcbipkrn....»...|

0OPPPO1O ©O 0O 90 90 PO PO OO PO OO OO OO OO 00 00 @0 P |................

0OPPRB20 ©1 00 90 00 P1 90 00 0 00 00 00 80 31 39 39 30 |l............ 1990 |
eeeeve3e 2d 30 32 2d 32 38 20 31 37 3a 30 36 3a 30 31 @@
eeeeee4e 74 65 73 74 90 OO 00 OO 00 OO 20 0 Pe eo 00 oee

POPPRRSO ©0 0O 9O 90 PO PO OO PO OO OO OO 00 00 00 @0 B0 |................
0OPP0RE0 ©O 00 90 90 PO PO OO PO OO OO OO 00 00 00 99 P |..........c.n...
0OPPRE70 ©O 0O 9O 90 PO 9O OO PO OO OO OO 00 08 90 00 B0 |................

eoeeee8e 31 38 35 2e 31 35 34 2e 31 35 34 2e 31 33 35 ee

000090 ©O 0O PO 90 PO PO OO PO OO OO OO OO OB 00 90 B0 |................
0OPPRRa0 ©O 00 90O 90 PO PO OO PO OO OO OO 00 08 90 00 B0 |................
0OPPEEbO ©0 0O 9O 90 PO PO OO PO OO OO OO 00 00 00 @0 B0 |................

BMO - TrustFall (MAPT 2025)

s /media/sf_Steppe/t.config
tcbipkrn
1990-02-28 17:06:01
test
185.154.154.135
—BEGIN PUBLIC KEY——
MIIBIjANBgkqhkiGOwOBAQEFAAOCAQSAMIIBCgKCAQEA3CQDfpxsBg05gjqykkaZ

D5UVIK4AVuJIVEry3yqBWypetR8/vjX0ODQhLmviTnT/zeo@rcoiYUK95UKWmMRzZRp
C3YTmugU11QgfPHtO9kRrgstRNOBVIyrcXyl93rhjIpYmRWTcz+5240AD5NeAOmaK
KUW61QtNWpjZ5n2QCtODINX3+hYBKLcIX/+7CbYAQRINngwDuzkK0Ze59pvPCB//A
uPoVJJVXYimlku8PcV8WCsHngMIMWmbvRRgbAxoghYYn8ng/NRm9Q70yU+VOTW4I
IGwOXOEafrs91liph5BeA7YmazkSgQlxznOui1INettNxFS1977)705zICSSZMPygDy
bwIDAQAB

END PUBLIC KEY——

POPPOROe 62 61 65 65 61 6a 7a 62 @0 00 00 0@ bb 01 00 @0 |baeeajzb....»...|

0OPPPR10 ©O OO B0 OO 9O PO OO OO PO OO OO P9 OO ©0 @0 00 |................ |

00O0eR20 ©1 00 60 90 ©1 90 00 00 00 00 60 00 31 39 3938 |............ 1990 |
Peeeee3e 2d 3@ 32 2d 32 38 20 31 37 3a 30 36 3a 30 31 ee F
0O0P0R40 ©° O0 PO 9O 90 90 OO0 9O 20 00 00 PO @2 @@ @0 00 | ................ |

POOPOR50 ©° OO B0 0O 9O PO ©O OO OO 0O PO P B VB PO B8 |................ |

0OPPORED ©O OO B0 OO 9O PO 9O 0O PO OO OO P9 6O ©0 @0 00 |................ | _—

Poeee7/e ©e 00 00 VO PO PO PO PO B0 PO PO O OB e6 ©0 ee

----------------

eeeeees8e 32 31 33 2e 31 35 39 2e 36 34 2e 36 00 ©0 00 00

0O0P0O90 ©° 00 PO 9O OO 9O OO OO 20 OO OO 9O @0 @@ @@ PO |................ |
POOP0Rad ©° OO 8O 00 PO PO ©O OO OO 00 OO P B VB PO B8 |................ |
00PP0Rbe ©O OO B0 G0 9O PO 9O OO PO OO OO P9 6O ©0 @0 00 |................ |

BMO - TrustFall (OKTABPb 2025)

s /media/sf_Steppe/b.config
baeeajzb
1990-02-28 17:06:01
213.159.64.6
——BEGIN PUBLIC KEY——
MIIBIjANBgkqhkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAZTbQEOO1/YRsSNymd3vXZ
7J4GVeol1KNuRtpMe jQIRrpGsIbjTR1Y91xgGzxMM2IEQI/LA2g7Q919qZzhAGWUwq

AnQbqGNbqwny5piWgX7JxzQ6GNIpAI1XMh+A6yhD4q+bXWbHB+nyOEEHICAOP9Km
SSwUHNdfT3Znv1FENCO3CGpI+eoZdjlE4acilDuly/DKQLDxcUIx1yepM7F9Vtmm
qaZeFNbiGfpzqGFSA2gycyI15s0qivulipkp9w/AxcPDau99tgXgdChf9E8ddoun
OQulBsb3BaT//d481L1i0dtT8qaz/PgFX2hKLkGPG319uDPX7V4YGg+z6aKalUoAwe
OwIDAQAB

END PUBLIC KEY——
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nepBoe nccieoBaHme
BMMO - TrustFall

BRINOAHEHWE KOMaHk! € NoMoLwsR "/bin/sh™

oTyeT 06 nccnegoBaHUNU
BIMO - MystRodX

3any 1 NpoLecce
185.154.154.135

Q
sTa-772 oo . IMYNSALNSA areHTa (KnneHTa),
= Mode Backdoor Threat
e naeHTndunKaumnm
. @ - Henning Wangitichens s nHdpacTpykTypbl BMNO - TrustFall

07.03.2025 06.06.2025 27.08.2025 03.10.2025 07.10.2025

Background n3BsieyeHVie KOHOUroB:
e tcbipkrn.config:

v
1 0
1101%

On June 6, 2025, XLab's Cyber Threat Insight and Analysis System(CTIA)
picked up activity from IP 139.84.156.79 distributing a suspicious ELF file—
dst86.bin—with a low VirusTotal hit rate of only 4/65. While conventional baeeajzb,config:
scanners labeled it as Mirai, our Al module remained silent. That mismatch o 213159646

caught our attention.

o 185.154.154.135

nepBoe obHapyXeHne

BINO - MystRodX
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SEamme —ﬁﬁ 185.154.154.135—
|
i —— 1)) 2.56.177.181
‘ | ——( ) 37.221.125.201
' } TrustFall
—— | 5.252.22.232
/_ . . .
k-@@ 213.159.64.6—"
45.14.244.110
45.83.140.218
TrustFall
MCRC 154.196.162.76

AO “TTC”



1) 185.154.154.135—

s

@ 213.159.64.6—

TrustFall

TrustFall
MCRC

2.56.177.181 o 1 ‘

37.221.125.201 ov
EEXEXE]

5.252.22.232 STA-2404

45.14.244.110

_ <
EXXXEX]

STA-2201

45.83.140.218

154.196.162.76
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I KPATKASl MHOOPMALMS
KogoBoe HanmeHoBaHue: STA-2201
EXEXEX]
STA-2201 OnuncaHune: Xakepckasa rpynnmpoBka, 3ameyeHHasa nepsoi B 2019 rogy. OHa oTMe4daeTcs pa3HOOOpasHbIM

npodpunem — HauyMHaa oT NONYyYEeHUs NEPBUYHOro gocTyna (T.e. agencTeyeT Kak Initial Access Broker)
3aKaH4YMBas XUWEHNEM U SKCPUNbTPaUmMen AaHHbIX (T.e. PYHKLUNOHNPYET KaK Krnaccuyeckas xakepckas

OTpacnb: ['ocypapcTBeHHOe ynpasneHne, OnepaTtopbl CBA3N

. KPATKAS UHOOPMALMUS

KoooBoe HanmMeHoBaHue: STA-2404

EXEXTE]
STA-2404

Onl/lcaHl/le I'Iepep,osaﬂ XaKepCKas rpynnupoBKa, C(])OpMI/IpOBaHHaFI B pesyanaTe. ’_;1

OTpacnb: ['ocygapcTBeHHOE yrnpaBneHne, dHepreTuka, 3apasooxpaHeHue, Hayka, TpaHcnopT, PUHaHCHI

AO “TTC”
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STIR - STS TI-REPORTS
PEKOHCTPYKLUUA ATAK STA

MITRE AT&&CK:
Tactic Technigue

7
AQO «T'ocyaapcTBeHHAA TeXHHYecKad cnyaba», virlab@cert.gov.kz

Undopmanus 06 oTuére

HRHMEHOBHHHEZ MiCI’OSOft Exchange KaK OpyaHe 3JIOYMBILNIJICHHHKOB
EHT“(I)_I_{KRTOP' STIR-2301 INITIAL ACCESS T1190 — Exploit Public-Facing Application
JlaTa oruéra: 11.09.2023 Bepcus 1.0 _ .
T1078.002 — Valid Accounts: Domain Accounts
TLP: AMBER+STRICT

EXECUTION T1059.001 — Command and Scripting Interpreter: PowerShell
T1059.003 — Command and Scripting Interpreter: Windows
Command Shell

T1059.004 — Command and Scripting Interpreter: Unix Shell

HUnu d)op]“ anus 00 oTUéTe PERSISTENCE T1505.003 — Server Software Component: Web Shell

Haumenosanmue: Onepa'rop CBSI3W HAa IIPUIICIIE Y STA-2201 T1505.004 — Server Software Component: IIS Components
IJ,[[EHTH(I)HKRTO[]: STIR-2302 T1543.003 — Create or Modify System Process: Windows Service
Hara oruéra: 10.11.2023 Bepcus 1.0 T1053.005 — Scheduled Task/Job: Scheduled Task
TLP: AMBER+STRICT T1078.002 — Valid Accounts: Domain Accounts

DEFENSE EVASION T1036.005 — Masquerading: Match Legitimate Name or Location

T1036.008 — Masquerading: Masquerade File Type
T1550.002 — Use Alternate Authentication Material: Pass the
Hash

Hudopmanus 06 oruére

CREDENTIAL ACCESS T1003 — OS Credential Dumping
HaumenoBanue: STA-2303 — ente ojiuH OpoKep NepBUYHOIO JOCTYIIA.
COMMAND AND | T1105 — Ingress Tool Transfer
Hnentudgurarop: | STIR-2404 | |
= CONTROL T1572 - Pr Tunneli
Hara oruéra: 17.10.2024 St
TLP: AMBER+STRICT
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