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VMware Tanzu for Kubernetes Operations @) 1llibert
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VMware Tanzu for Kubernetes Operations @ raame"
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Tanzu Kubernetes Grid (TKG
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Tanzu Kubernetes Grid (TKG) B e
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Bootstrap Machine u Tanzu CLI @) Hilbert

Team

- OnAa Hadana paboTbl Bam notpebyetcAa Bootstrap VM, Ha KoTopyto Heobxoanmo 6yaeT yctaHoBuTb Tanzu CLI
* B [JaJIbHENLLEM €€ MOXXHO MCMNOMb30BaTh Kak MallunHy AsAa ynpaBneHna

- B cny4dae Supervisor - 3To He noTpebyeTcAa, ynpasneHne naget vyepes VCenter

Tanzu CLI paet Habop komaHA onA:

* CO34aHuvA ynpasnAloLWUX KNacTepos

* MOOK/IOYEHUA K Supervisor Kractepam

* co3aaHuA, 06HOBIEHNA U MacwTabnpoBaHMA paboymx KinacTepos
* YCTaAHOBKMW, YNpaBfieHnNA U yaaneHua nakeTos

NE3 VMware
VMware Tanzu vSphere
Kubernetes Grid
A =
Platform S © C : VMware Cloud

Engineer Provider

Prerequisites Download Install Deploy Mgmt
Cluster

Amazon

oy s
Data
Services Multi-Cloud Azure 8




Tanzu Kubernetes Releases (TKRs) @ raam

* YnakoBaHHble, NOAMNMCaHHbIE, NPOBEPEHHbIE M NOALEPXKMBAEMbIE
penusbl Kubernetes ot VMware. %
* WMcnonbaytoTca upstream onuctpnbyTrBbl U OCHOBHbIE KOMMOHEHTHI 414
obecrneyeHns HageXXHoCTU 1 6e30MacHOCTU. kubeadm CoreDNS
* WHTerpmpoBaHHaA npoBepka COBMECTUMOCTN OBHOBNEHUN OS1A
6e30nacHOro 06HOBIEHNA KNAacTEPOB. ® Q eth
+ BblpaBHMBaHue ¢ ohuumanbHom nogaep>kkon sepcuint Kubernetes N-2 CS|
nnAa obecrnedyeHnA cTabuibHOCTW.
- TMopaepxka Photon OS, Ubuntu, Amazon Linux B kayecTse ouLMansHO Enntainerm
pacnpocTpaHAeMbIX 06pas30B.
« B03MOXXHOCTb co3aaHmnA cOBCTBEHHbIX 06pa30B C MOMOLLbIO ANTREA PINNIPED
MHCTPYMeEHTa image-builder, nognoep>Xnsaemoro coobLecTBoM
Kubernetes.
Cloud Provider
Kubernetes CNI Plugins G CARVEL
metric-server
cri-tools
signed packages 9




Tanzu Kubernetes Releases (TKRSs)

« Penusbl TKG ynpasnatotca yepe3 CRD 06bekThl
« PasBepTbiBaHMe npoucxoaut ¢ nomouwbio Tanzu CLI

student@l@dc:~$ tanzu kubernetes-release get

NAME

v1l.21.2---vmware
v1.21.6---vmware
v1.22.9---vmware
v1.23.8---vmware
v1.23.8---vmware

.1-tkg.1.ee25d55
.1-tkg.1.b3d708a
.1-tkg.1l.cc71bc8
.2-tkg.2-zshippable
.3-1tkg.1

VERSION

vl.21.2+vmware
vl.21l.6+vmware
vl.22.9+vmware
vl.23.8+vmware
vl.23.8+vmware

.1-tkg.1l.ee25d55
.1-tkg.1.b3d708a
.1-tkg.1l.cc71bc8
.2-tkg.2-zshippable
.3-1tkg.1

COMPATIBLE ACTIVE

True
True
True
True
True

&
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True
True
True
True
True
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Hilb
Management Cluster @) Hilbert

[lnAa ueHTpanm3oBaHHOro ynpaBJjieHnA
pasBepTbiBaHNEM N XXMSHEHHbIM LNKJ10M
Knactepamu TpebyeTcA Management KnacTtep

OH MOXeT 6bITb pasBepHyT Kak:
Tanzu Kubernetes Grid

Management Cluster Supervisor Cluster * OTAENIbHOCTOALMI YyNpaBnAOWNN Knactep

API-Driven Infrastructure Integrated " Ha OfiHOW MM Heckonkkux VM

+ Supervisor Cluster

vmware aws = k/lzifjrrzsoft vmware vmware * TpebyeTtcA 3 HOAbI

Cloud Foundation™

Sphere*
vepner vSphere® 8
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vSphere with Tanzu

supervisor architecture

vSphere Pod

CRX

vSphere Pod

Tanzu Tanzu
Kubernetes Grid Kubernetes Grid

CRX

Cluster Cluster

vSphere Namespace vSphere Namespace

Supervisor

Control
Plane VM

Tanzu
VM Operator Cluster API Kubernetes Spherelet
Grid

Zone A

vSphere Cluster
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Hil
Mpouecc pa3BepTbiBaHUA @  Hilbert

workload clusters

@ |
- \ 4 - - \ 4

vm . vm ' vm . vm .
. i i Control Control Control Worker
" [.91e &
| |
i Work ! vim vm vim vm
! Control orker i
Platform i onro ] Worker Worker Worker Worker
Operator ; |
/ '\ ,I L / \ /
\, Bootstrap Cluster . \._ TKG Management Cluster / *_ TKG Workload Cluster ~/ ‘. TKG Workload Cluster =/

_______________
. -

______________________________________

Local Machine or VM

API-Driven Infrastructure

‘.tanzu management-cluster create --ui

tanzu cluster create my-prod-k8s -f config.yaml
tanzu cluster create my-dev-k8s —-f config.yaml
tanzu cluster scale my-dev-k8s -w 3 13




' Hilb
MpAMoe ynpaeneHue Supervisor KnacTepom @ [ Hilbert

. Namespace Namespace . Namespace | Namespace E

Tanzu Kubernetes Cluster Tanzu Kubernetes Cluster

Namespace Namespace

Platform
Operator

Supervisor Cluster vSphere with Tanzu Services

SDDC

kubectl vsphere login —-u administrator@vsphere.local --server=SUPERVISOR IP
kubectl config use-context NAMESPACE

tanzu cluster kubeconfig get CLUSTER --admin -n NAMESPACE

kubectl config use-context CLUSTER

Ur Uy U U
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MakeTbl 418 NpefocTaBneHNA KNacTePHbIX CEPBUCOB &
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+ C nomowbto Tanzu CLI MOXHO ycTaHaBnMBaTh NakeTbl C MOMOLLBIO AN1A NPeAoCTaBfIeHNA TakKNX CEPBMNCOB Kak:
- ayTeHTuthmkaums, ingress, container registry, observability, service discovery, and logging
« OTun nakeTbl cobpaHbl ¢ nomowkto Carvel imgpkg w1 npoBepeHbl VMware

* OHM MOryT 6bITb YCTAHOBIEHbI:

* BHYTPb KaXkgoro knactepa (in-cluster service)
* cneunanbHblin MHPPACTPYKTYPHbIN KnacTep, oaa NpenocTtaBneHnA CepBMCOB ONA OPYrux KnacTepos

« Hanpumep Harbor

Bootstrap Machine

Tanzu CLI
and Installer Interface

Tanzu Kubernetes
Cluster Plans or Cluster
Configuration Files

Cluster API

15



Hilb
Install Harbor @ Hilbert

tanzu package available list harbor.tanzu.vmware.com -A

# create harbor-data-values.yaml

image _url=$(kubectl -n tanzu-package-repo-global get packages harbor.tanzu.vmware.com.2.5.3+vmware.1-
tkg.1l -o \
jsonpath="{.spec.template.spec.fetch[0].imgpkgBundle.image}')

imgpkg pull -b $image url -o /tmp/harbor-package
cp /tmp/harbor-package/config/values.yaml harbor-data-values.yaml
# edit harbor-data-values.yaml
# install package tanzu package install harbor --package harbor.tanzu.vmware.com --version
2.5.3+vmware.1l-tkg.1 --values-file ./harbor-data-values.yaml \
--namespace tanzu-system-registry
tanzu package installed get harbor --namespace tanzu-system-registry
NAME : harbor
PACKAGE-NAME: harbor.tanzu.vmware.com

PACKAGE-VERSION: 2.5.3+vmware.1-tkg.1
STATUS: Reconcile succeeded




Hil
Tunbl KNAcTepos @ ream-"

Class-based
o [InAa cospaHunA TpebyeTtcAa onucaTtb MaHndgecT ¢ kind - Cluster
o npepcTasneHbl B. vSphere with Tanzu 8 n TKG 2.1
o OnucbiBaloT cneundmnkaumio Tonosorum B spec.topology 6n1oke
= Hanpumep, YNCno v Tun pabounx 1 ynpasnAoWmMX HOL,

o HacnepnyoT KoHGurypaumio ns spec.topology.class sHayeHuA
= CcbinaetcAa Ha ClusterClass 06bekT

= B Supervisor, no ymon4aHuto class - ato tanzukubernetescluster

= Ha oToenbHo cToAweM Kactepe, class popmupatotca kak tkg-INFRASTRUCTURE-default-VERSION,
Hanpumep, tkg-vsphere-default-v1.0.0.

Plan-based and TKC clusters (legacy)

« [1nA co3pgaHuA KnacTepa MOXXHO MCNO/b30BaTbh KOHPUIYpaUUOHHbLIN dhann ¢ NepPeEMEHHbLIMU
* NicnonbaytoTcA nmeHa nepemeHnHbix B UPPER_CASE c¢ nogvepkusaHmnem, Hanpumep CLUSTER_NAME

17



Plan-based and TKC clusters

tanzu cluster create my-cluster --plan dev

#!

#! Basic cluster creation configuration

# CLUSTER NAME:
CLUSTER_PLAN: dev
NAMESPACE: default
CNI: antrea

#!
#! Node configuration

# CONTROLPLANE SIZE:
# WORKER SIZE:

&

Hilbert
Team
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Class-based

tanzu cluster create my-cluster --file tkc.yaml

: cluster.x—-k8s.io/vlbetal
: Cluster

: "classy-cluster"
: demo

: ["198.51.100.0/12"]

: ["192.0.2.0/16"]
: "cluster.local"

: tanzukubernetescluster
: vl.23.5+vmware.1

5ol

: node-pool
! node-pool-1
Sl

: vmClass
: best-effort-small
: storageClass
: "global-storage-profile"

: time.vmware.com

@ Hilbert
Team

+ cluster.x-k8s.io/vlbetal
Cluster

‘classy—-cluster"

tanzukubernetescluster
vl.23.5+vmware.1

1

: node-pool
node-pool-1

: 1 19



TKG Lifecycle with Tanzu CLI @ reame

« CospaHue HoBoro TKC knacTtepa
e tanzu create tkc-all

« MacwTabupoBaHune knacrtepa
e tanzu scale tkc-a0l --controlplane-machine-count 3 --worker-machine-

count 3

- O6HOBNEHME KNacTepa Ha HOBYO BEPCUIO
e tanzu upgrade tkc-all --tkr v1.23.8.vmware.l

Upgrade

- Yoanenne TKC knacTepa
e tanzu delete tkc-all

20




Hilb
BecwoBHoe o6HoBNEeHME Bepcun Kubernetes &) ream-

« 0OHOBUTE N 3aTEM NPOBEPbTE KOPPEKTHOCTb Bepcumn Tanzu CLI
e tanzu version

« cKavamnTe u 3agennonte nocnegHue sepcumn Tanzu Kubernetes Grid OVAs gna OS um
Kubernetes

e tanzu management-cluster upgrade

« O6HOBUTE paboymne knactepa no mepe HeobxoaMMoCTH
[l ®tanzu cluster upgrade my-cluster

« O6HOBUTE yNpaBnAKLWNA KNnacTep J

Cluster




nosiHaAa nogaep>xka Windows KOHTENHEPOB

Mo>xHO BKNOUUTL noanep>xky Windows KOHTENHepOB B
KOHJourypaunoHHom dhamne n co3gaTb HOBbIW KacTep.
[MoTpebyeTcAa 3arpy3nTb gOoNoAHUTENbHbIE ISO

IS WINDOWS WORKLOAD CLUSTER: "true"
VSPHERE WINDOWS TEMPLATE: windows-2019-kube-v1.23.8
ENABLE MHC: "false"

O

Kubernetes Worker Kubernetes Worker Kubernetes Worker

0

Kubernetes Control Plane

@ Hilbert
Team

3anyckante .NET n HaTuBHbIE Windows
NPUNOXXEHNA B KOHTENHEPaX B
Kubernetes

Ynpasnante Windows Hogamu B
Kriactepe BmecTe ¢ Linux Hogamu

Mo>kHo cozpaBaTb cBou Windows
TemMnnaenTbl oA oensoa HOBbIX HOL

22



: Hilbert
Kubernetes Image Builder & team

O

O

[na c6opkun cobecTBeHHbIX CAPI 06pa3oB pekoMeHAOyeTcA ncnonb3osaTb image-builder
o https://github.com/kubernetes-sigs/image-builder

C nomoLLbio HEro MoXxHo cobupaTb obpasbl AAa
o AWS
o Azure
o vSphere
o Open Virtualization Archive (OVA)
O rony4veHHble obpasbl MMNopTUpyeTe B vSphere, oenaeTte CHaNWOT KU NnoMevaeTe Kak vm template

23


https://github.com/kubernetes-sigs/image-builder

MoBblleHne yCTONUMBOCTM paboThl knactepoB TKG e @& raam-"
NOMOLLIbIO pacnpenenieHma no 3oHam vSphere

Tanzu Kubernetes Cluster .03

vm vm vm vm vm vm vm \ vm vm
control-plane 1 nodepool-1 control-plane 2 nodepool-2 control-plane 3 nodepool-3

Namespace-01

Tanzu Supervisor Cluster

vSphere Cluster-1 vSphere Cluster-2 vSphere Cluster-3
zone-1 zone-2 zone-3

24



Mcnonb3osanune GPU y3nos ana 3anay Al/ML @ ream"

| GPU OPERATOR GPU operator peannsoBaH B Bnae helm yapta c
L R NVIDIA Driver NOMOLLbIO KOTOPOro yCTaHaBMBatoTCA
... NVIDIA Container Runtime KOMMOHEHTbI, KOTOPble NO3BOMAIOT 3anyckaTb

NPUIOXXeHna ¢ ncnons3osaHnem GPU:
=+ NVIDIA Kubernetes Device Plugin

* NVIDIA GPU Monitoring +  GPU Feature Discovery pasmedaeT HoAabl C
cneundgukaunen GPU
« The NVIDIA Al Enterprise Guest Driver.
+  Kubernetes Device Plugin onAa o6bABneHuA
GPU nnaHnpoBLunKy
““““““ KUBERNETES «  NVIDIA Container Toolkit ona c60pku 1
3anycka KoHTenHepos ¢ nogaep>xxkom GPU
«  DCGM Monitoring

---------- CONTAINER ENGINE

LINUX DISTRIBUTION

SOFTWARE

25



CNS CSI @ {lhilpert

kind: StorageClass
apiVersion: storage.k8s.io/vl
metadata:
name: default
: e annotations:
Pemsstent - 3 O Storage Class storageclass.kubernetes.io/is-default-class: "true"
provisioner: csi.vsphere.vmware.com
parameters:
storagePolicyName: optional

User Namespaces

Tanzu Kubernetes Cluster vSphere Pod

Tanzu Kubemetes Supervisor Cluster vSphere

Supervisor Cluster CNS-CSI Cluster

e

SPBM Policy Persistent : Persistent
vCenter Server _ Volume : Volume

Claim ' Claim

Fon VSAN/VMFS/NFS
Virtual Disks 9 9 Datastores pvCSI

Volume

26




Hilb
MHbpacTpyKTYypHbIE CepBUCHI & ream-

Platform
Operator

Local Control Plane e

Declarative API

Common Kubernetes Services* (TKG Workload Clusters)

IdP Auth Monitoring Logging

Lifecycle Management ~ CICCCIIEELE :

X
TKG Management Cluster g%\/)

kubeadm

i
| oo

27



ldentity and Access Management

@ Hilbert
Team

abp

- B=

Management
Creates Cluster
O clusters Bootstrap A A
ah > == >
PN
Administrator CLI/UI
YYvY
Tanzu Kubernetes
Cluster
Creates
clusters kubectl
8- S
PN
User CLI

OIDC / LDAP

NcnonbayeTtca Pinniped

nossonAeT nogknovatb OpenlD Connect
(OIDC) nnn LDAP nposangepos (IdP) B
paboumne knacrtepa

onAa LDAP ucnonb3yetca Dex

nna OIDC BHYTpeHHMEe eHONOVHTDI
agMuHuUCTpaTop HacTpamsaeT |IAM B
ynpasnAloLeM Knacrtepe

npu co3gaHmn paboyero knacrepa
KOHJouUrypauua Hacnenyertca

npouecc ayTeHTudmnkauum nget yepes

ynpasnAloLWnN KnacTep -



Mpumep HacTponkn RBAC gnAa pabodero knacTtepa @ raam

+ C nomowpbto Tanzu CLI nonyynm He agMUHCKUIA KOHpUr ana paboyero knacrepa
e tanzu cluster kubeconfig get my-cluster ——export-file /tmp/my-cluster—-kubeconfig
* BLINONHMM MpOCTYyK onepauui, OHa nepeknHeT Ha Login cTtpanuuy (noHapobutca 6pay3ep)
e kubectl get pods -A ——kubeconfig /tmp/my-cluster—-kubeconfig
* [locne ayTteHTUPMKaunMmM Mbl NOSYyYMM OwWMDOKY, T.K. MpaB He XBaTaeT
* [loNy4YnMM agMUHCKUUA KOHOUT
e tanzu cluster kubeconfig get my-cluster —admin
* [lepekniYnM KOHTEKCT
e kubectl config use-context my-cluster—-admin@my-cluster
e Co3paguM ClusterRoleBinding
e kubectl create clusterrolebinding workload-test-rb ——clusterrole cluster—-admin —-user user@example.com

* Tenepb €Cnu BLINOJIHAM NMOBTOPHO Hally onepauuio To BCe NpongeT yCneuwHo

e kubectl get pods -A ——kubeconfig /tmp/my-cluster—-kubeconfig

29
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TKG Networking B ream

Endpoint Provider

Pod connectivity Antrea or Calico

Service type: NodePort Antrea or Calico

Cluster ingress Third-party ingress controller

30



CNI: Antrea @) Hilbert

. MUcnonb3yeTcA No ymosi4aHUIo
&S . Kubernetes-native

kubelet

. Powered by Open vSwitch

. Run everywhere
Antrea Antrea
Agent Agent . Comprehensive policy model
A 8 v )
K8s Node K8s Node .- . Windows Node support
. Troubleshooting and monitoring tools
. Network observability and analytics
~— . Network Policies for virtual machines

Afétfflea . Encryption

tr

@ @ . Easy deployment
api sched

K8s Control Plane

31



CNI: Calico

@ Hilbert
Team

LinuxHost |

LinuxHost |

calico-kube-controller |

kube-apiserver

| policy-controller lt

=
ns-controller =
sa-controller

pod-controller

node-controller

-
-

calico-node

calico-node

-
-
-

IPtables IPtables IPtables

N CHEL S

Route Tables

Route Tables

32



NSX Advanced Load Balancer

AVI MGMT

AVI VIP Network

0 OO

AVI Service Engine Group

KO Operatol

AKO

ode

Node

Management C

uster

Node Netw

ork

Node lode Node

Workload Cluster 1

Node Node

Workload Cluster 2

AKO
Node d

Workload Cluster 3

AN .
@ Tanzu Kubernetes Grid

AVI Controller

@ Hilbert
Team

L4 Load Balancer Implementation

L7 ingress controller

Cluster endpoint VIP and control plane load
balancing provider

OCHOBHbIE KOMIMOHEHTbI

Avi Kubernetes Operator (AKO)
AKO Operator i

Service Engines (SE)

Service Engine Groups

Avi Controller

33



' Hilb
Secure Ingress Routing & team

cat <<EOQF | kubectl applg --filename -
k8s.io/vl

apiVersion: networking.
kind: Ingress
metadata:
name: nginx
annotations: ) )
ingress.kubernetes.io/force-ssl-redirect:
A kubernetes.io/ingress.class: contour

Load Balancer .
\\\ - secretName: nginx-tls

GET example.com/app

hosts:
- nginx.mytanzu.com
rules:

- N\ - host: nginx.mytanzu.com
Kubernetes Cluster “\\\\ \ http:
v

paths: )

- pathType: Prefix
ath: "/"
ackend:

Routing confi service:
Contour ~  |€-------- 9o 9.5 Envoy : nginx

[ [

34



Customize your app for network connectivity @) réilpert

f
= = Kubernetes / Other Pods network-a
7 ‘ U LTU S (api-server, kubelet, heartbeats, CNI 192.168.1.201

networking between pods, etc.)

Multus CNI - nnarnH no3sonAwmi NOOKIYUTD
K rnogam HeCKOJIbKO CeTEeBbIX MHTepdencon

Mo>keT Bbi3biBaTb Nt060m gononHuTenbHbii CNI
yCTaHOBJIEHHbIV B KnacTtepe




. Hilbert
Make Kubernetes Resources Discoverable D) Team "

) )
=
o o

= QFoRD Desy
kubernetes . .
= apiVersion: vl

o ¥ N
kind: Service

metadata:

name: nginx

annotations:

external-dns.alpha.kubernetes.io/hostname: nginx.external-dns-test.my-org.com

C nomoubto cepsuca ExternalDNS Bo3MOXKHO
spec:
aBTOMaTU4YeCKN aHOHCUPOBATb CEPBUCHI type: Loadsalancer

BHyTpu TKG. ports:

- port: 80

name: http
targetPort: 80
selector:

app: nginx

36



Protecting Kubernetes Data @ e

open-source pelueHue asia 6e30nacHoro pesepsnpoBaHnA, BOCCTaHOBIEHUA U
murpaumn Kubernetes knactepoB u persistent volumes.

MooxoamT AnAa MUrpaLuy PecypcoB Mexkay Kractepamim

PN
&2 VELERO

Backup Restore
velero backup create my-backup \ velero restore create my-restore \
--include-namespaces example \ --from-backup my-backup
--snapshot-volumes
my-backup =
Kubernetes Cluster A Kubernetes Cluster B
NEHEE S Velero Backup / ;‘&2 VELERO \
— < | >
Kubernetes API Controller “ Velce;:tfcils;?re DAL CEN | bernetes AP

37



Kubernetes Logging and Processing @) Hilbert

’ fluentbit
App App Al B |
Kubernetes Cluster VM Aria™
| ware Aria

App App

©

Kubernetes Cluster

y N
p— m» elasticsearch
Service -

splunk>

App App

Kubernetes Cluster

App App

Kubernetes Cluster
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MOHWUTOPUHT

kubernetes

A
et 2l ~
/
I
1 kube-state-metrics
1
1 A
: Scrape
I alert-manager
i Prometheus » Prometheus Adapter
1
‘\ Monitoring Namespace
- -
Scrape
.......... ) A e Y e Y
node-exporter node-exporter node-exporter
Node1 Node1 Node1

application

\ Application Namespace
\

e e e

L d

- wm mm owm wm mm owm owm =

/

@ Hilbert
Team

gPrometheus

16 Grafana

39



Cloud Native Certificate Management For Apps

Cert-Manager

&

Hilbert
Team
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Team
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